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The Human View Handbook

INTRODUCTION

PURPOSE

This document describes a set of Human Views (HVs) to be used as
complementary elements to MODAF - the Ministry of Defence Architectural
Framework. It aims to clarify the role of Human Factors when creating
Enterprise Architectures in support of acquisition - in order to facilitate both
Human Factors Integration (HFI) and Systems Engineering (SE).

Enterprise Architectures such as MODAF produce conceptual models of current
and future systems. By modelling an Enterprise as a whole, MODAF provides
an overview perspective that aids acquisition management and collaboration
between diverse disciplines. Therefore, it is an important tool for helping to
fulfil the prime objectives of HFI - those of integrating the different HFI
domains, integrating with other engineering disciplines, managing the need
for HFI activities, and informing trade-off analyses.

HVs clarify the scope of Enterprises as socio-technical systems. HVs capture
specific human-related components of Enterprise models to enable effective
HFI. By explicitly modelling the human elements that are being shaped in the
process of capability design, they can be considered early and related closely
to the design and implementation of technology. This supports a change of
focus from technology-centred functional requirements to capability-based
requirements.

CONTENTS

The HVs described in this handbook aim to support any practitioner who needs
to produce elements of an Architecture that is related to the design of a
socio-technical system, or needs to consider the human elements of
Enterprise Architectures. This role may fall to experts with either Human
Factors or Engineering backgrounds who plan and design future technologies,
organisations and the relationship between the two.

The HVs are described in close relation to existing MODAF Views. The reader
should have some understanding of HFI, SE, and Architectural Frameworks -
particularly MODAF. For Systems Engineers, an overview of HFI is provided.
For HFI practitioners, a basic introduction to MODAF is included. Moreover,
Appendix A provides some detail on each MODAF View. However, it is
recommended to refer directly to the MODAF documentation (MoD 2007) for a
more comprehensive description.

Before describing the technical details of the HVs, their context is explained.
To introduce the role of MODAF as an Enterprise Architecture, its purpose,
structure, principles and use are discussed. Whilst the HVs aim to ensure that
MODAF is able to model human elements to support its role as a
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comprehensive Enterprise Architecture, the HVs also had to be tailored to the
main characteristics of an architectural model.

To introduce the role of HFI in relation to enterprise design as part of
acquisition processes, the HFI process, HFI benefits, and HFI functions are
expanded on. Some example cases are given to illustrate the problems that
may occur when not involving HFI sufficiently. It is stressed that HFI needs to
be related to MODAF by clarifying the design decision areas that HFI affects
most. Many of these are outside the equipment design areas.

The approaches and terminology differ between HFI and SE. The HVs need to
bring together perspectives from both Human Factors and architectural
modelling approaches. The differences are discussed to be able to bridge
them better.

The primary focus of this Handbook is the description of the HVs. After an
overview section explaining their functions and dependencies, each HV is
detailed including its purpose and function, benefits and use, data elements,
visualisation options, and examples. Appendix B provides additional HV
examples.

Two additional sections are provided. First, potential relationships of the HVs
with MODAF v1.1 are discussed. This concerns the status of the HVs alongside
the other Views. Second, HFI guidance is provided for how to inform existing
MODAF Views, by relating them to HFI design areas, HFI activities, and HFI
methods. Further background detail on the HV development, related
materials, and reasoning underlying the HVs can be found in an associated HFI
DTC report (Bruseberg 2008).
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MODAF AS AN ENTERPRISE ARCHITECTURE

WHAT IS MODAF?

MODAF is an aid for the acquisition and development of complex systems. It
helps engineers deal with system development over long timescales. It
provides modelling aids to complement requirements engineering. It helps
integration between different engineering disciplines by mapping
dependencies between conceptual system elements. It supports a capability-
based approach, and traces high-level requirements to solutions at a
structural level.

MODAF describes current or future enterprises through six interrelated
Viewpoints, each of which is broken into a number of Views (see Figure 1):
a AV-1 and AV-2 for All Views;

Q StV-1 through to StV-6 for Strategic Views;

Q OV-1 through to OV-7 for Operational Views;

a SV-1 through to SV-11 for System Views;

Q TV-1 and TV-2 for Technical Standards Views;

O AcV-1 and AcV-2 for Acquisition Views.
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Figure 1: The six MODAF Viewpoints broken down into component Views.
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MODAF captures Enterprise Architectures. These are *“a mechanism for
planning and managing change”. They can be defined as the “formal
description of the structure and function of the components of an enterprise,
their interrelationships, and the principles and guidelines governing their
design and evolution over time (Ref: IEEE 1471).” (MoD 2007)

MODAF emphasises its focus on the support of capability planning by defining
the Strategic Views and Acquisition Views as additions to DoDAF. The reader
may refer to the MODAF documentation for further information on the 38
Views and their intended applications (www.modaf.org.uk). Appendix A
provides some additional detail on each View.

THE NEED FOR HUMAN VIEWS

The design of complex, large-scale, socio-technical systems such as Network-
Enabled Capability (NEC) requires collaboration between a diverse range of
disciplines in order to embrace all areas of systems design. One approach to
dealing with such complexity is the use of Architectural Frameworks such as
MODAF. MODAF has been adapted by the UK MoD from the US original, the
DoDAF (Department of Defense Architectural Framework). This document is
tailored to MODAF, but many of the concepts apply to DoDAF as well.

The need for defining HVs stemmed from concerns as to whether MODAF and

DoDAF are able to address HFI issues sufficiently. Equally, it was recognised

that HFI can benefit from SE approaches. MODAF has been recognised widely
as an essential tool to support capability-based acquisition.

Military systems often operate in distributed environments and collaborative
settings. They require the specification not only of the information systems
(i.e. software and hardware), but also the social, organisational, task, and
skill structures that support complex information flows and information
sharing. Human roles, processes, structures, and associated purposes and
constraints, should be recognised clearly as an integral part of such socio-
technical systems - starting at the capability definitions.

By suggesting HVs that are complementary to the existing MODAF Views, the
HFI design elements of socio-technical systems can be specified explicitly.
HVs model the ‘soft systems’ elements, without which future systems are
likely to fail. Such elements are considered often only as constraints to
technological and functional requirements definitions. However, to be able
to specify all Defence Lines of Development (DLOD)?, such ‘soft’ elements
need to be described more explicitly.

2 The UK defines Defence Lines of Development (DLOD) as: Concepts and Doctrine;
Organisation; Personnel; Training; Equipment; Logistics; Information; Infrastructure. They
clearly include Human lIssues. Similarly, the US defines the DOTMLPF elements (Doctrine;
Organization; Training; Materiel; Leadership & Education; Personnel; Facilities). Canada
expresses these as PRICIE (Personnel; Research and Development/Operational Research;
Infrastructure & Organization; Concepts, Doctrine & Collective Training; IT Infrastructure;
Equipment, Supplies and Services).
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DEVELOPMENT BACKGROUND

As a framework to create Enterprise Architectures, MODAF needs to model all
elements of a business, including technology, processes, and people. The
MODAF developers have recognised this need. MODAF has been changed to
better represent all the DLOD and to model Enterprises as a whole, including
human resource concerns.

MODAF version 1.1, published in April 2007, has significantly modified many of
its underlying definitions. HFI concerns now have a sound basis for being
considered as part of the MODAF models. Some of the HVs described here can
be perceived as specific versions of the revised MODAF Views, providing
additional depth and focus on HFI concerns. Some HVs define concepts that
extend the current version of MODAF.

The focus of this document is on specifying HVs as the HFI elements that need
to be modelled as part of MODAF. This does not make explicit assumptions as
to whether and how they need to be directly incorporated into MODAF. A
brief discussion of this issue is included in this document.

The HVs were developed from on an in-depth analysis of MODAF v1.0, the

MODAF Meta Model (M®) v1.0, and DoDAF v1.0. A Draft HV Handbook (March

2007) captured initial concepts, which had been conceived to address

shortfalls in the consideration of human aspects of systems in MODAF v1.0.

They can be summarised as follows:

Q Team activity requirements are not sufficiently captured.

Human performance metrics, targets, and limitations are not specified.

Allocation of function decisions may be technology-lead.

Human role/job/organisational design is insufficiently captured.

Definition of information requirements specifications due to human-system

interfaces may be based on technological needs and constraints only.

Q HFI constraints, trends and standards are incompletely captured.
Potentially shared HFI effort across projects/programmes is not optimised.

Oo0Od

Several efforts towards the development of HVs to complement the
Operational, System, and Technical Standards Views of D/MODAF have been
made in the US (e.g. Handley 2006, Hildebrand & Adams 2002), in Canada
(Baker et al 2006), and the UK (Hicks, 2006). Many other related efforts exist.
They have been very helpful in defining the HVs described here. The current
version of the HV Handbook was informed by continued international
harmonisation efforts for HVs. It also drew on comments from the expert
reviewers who provided very helpful constructive criticism on the initial
concepts (see acknowledgements).

It is important to recognise that at this stage the HVs are still emerging as
concepts and are likely to need further development. Many open questions
remain. More extended applications of the HVs to real-world problems will
provide essential insights as to their utility, practicability and suitability.
Updates and changes may be required. Further discourse on developments is
welcome.

page 7 of 104




The Human View Handbook

THE PURPOSE OF MODAF

MODAF supports SE, and has been created to aid the acquisition of complex,
large-scale information systems for the military. These may incorporate
advanced technologies, as well as legacy systems, and are usually software-
intensive. The need for MODAF is closely linked to the requirements of
developing Network Enabled Capability (NEC).

MODAF has the following characteristics and benefits:

Q It is a tool to manage acquisition by providing a structural model at the
requirements level. It does not always directly inform design decisions at
the solution implementation level.

Q It has an essential role for trade-off and cost analyses. Primarily, it informs
decisions as to where to spend the budget, i.e. which development efforts
to finance. By doing so, it supports the making of high-level design
decisions® as to which elements of the Enterprise will need to be changed,
and with which objectives and constraints.

Q It provides models to reason about acquisition decisions for future systems
early on, before there are real systems to observe.

Q It supports design management and high-level reasoning behind
requirements by mapping the effects of change on other elements, and by
relating constraints and solution options.

Q It facilitates design collaboration and re-use of models, by providing a
common reference through a shared model and by providing common
standardised representations.

MODAF takes a top-down approach. This involves modelling abstract concepts
at the requirements level first, from which implementations and solutions are
derived. This approach is essential for several reasons:
Q It ensures “‘capability-based’ thinking

(to avoid a ‘technology-focused’ or ‘platform-based’ approach);
Q It provides an operational focus on functional requirements;
Q It supports contractual agreements based on requirements definitions.

MODAF provides a structural model of how essential elements of a
system/enterprise® relate. Its purpose is to be able to assess alternative
configurations by predicting the resulting behaviour. However, MODAF does
not directly model the resulting behaviour. It only captures and defines some
of the dynamic attributes of the system as the basis for assessments. In-depth
performance assessments require executable models in order to observe a
simulated behaviour. Such simulations cannot be built without having defined
an architectural model first. Moreover, simulations deal with the details.

3 Design decisions are understood here in a wider sense - i.e. including requirements
specification.

4 Note that MODAF uses the term “system’ predominantly for technology (i.e.
software/hardware). MODAF uses the term “enterprise’ when a wider system perspective is
described (i.e. including people structures and processes).
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Architectures deal with the ‘bigger picture’ of drawing together essential
system/enterprise elements at an abstract/general level.

MODAF helps dealing with complexity, by:

Q Defining fundamental concepts as abstract representations;

Q Providing several levels of abstraction in aid of requirements specification;

QO Breaking down the problem into different perspectives/views;

Q Providing a structural overview of conceptual system elements with
dependencies between them;

Q Standardising modelling elements and languages.

THE STRUCTURE OF MODAF

MODAF describes enterprises through conceptual models. These models can
be perceived as conceptual design products (e.g. an organisation to-be). This
is distinct from the process of how to arrive at the models (e.g. top-down vs.
bottom up), and from the analysis products that may be needed to support
them (e.g. observational study, statistical analysis, tests).

MODAF, like other architectural frameworks, uses the following modelling

structure:

Q The complex concerns of the enterprise are broken down and separated
into component notions.

O These notions, and their dependencies, are described at the highest level
in the MODAF Meta Model. “The MODAF Meta Model (M) is the information
model for MODAF, defining the structure of the underlying architectural
information that is presented in the Views.” (MoD 2007). DoDAF v1.5 calls
this the Conceptual Data Model. They define (abstract) notions that can be
understood as design artefacts (e.g. Capability, Node).

Q Whilst the Meta Model is a generic model of any Enterprise, each of the
components needs to be instantiated with specific models for a particular
Enterprise. This may include ‘as-is” and ‘to-be’ models. The underlying
architectural data are stored in computer-based tools or repositories. It is
important that data repositories and modelling tools are using common
modelling standards, so they can be shared collaboratively, or reused.
DoDAF describes this through Logical and Physical Data Model levels.

QO Views are used to query the Data Model and provide visual representations
of architecture components and their dependencies. Views are specific
perspectives on the Enterprise structure, or “windows onto an underlying
model’”, and *“snapshots of underlying architectural data”. Thus, “the same
information may be represented in more than one View” (MoD 2007).

Q Views are grouped into Viewpoints. Each View can be instantiated by
‘products’, which are particular versions of the actual representations
developed for each View. The representations usually evolve, as more
detail becomes available, throughout acquisition programmes.

Q Models are developed at several layers of abstraction to capture
requirements-solution relationships in a top-down approach. The higher
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levels of abstraction are developed early in the system (enterprise)
lifecycle, but remain as the guiding principles throughout.

MODAF specifies visualisation approaches for each View, to be used as a
common source of communication between different specialists. Views may
be expressed through graphical, tabular, matrix, or textual representations
that describe system features - mainly at the requirements level. MODAF
encourages (but does not prescribe) the use of the UML notation (Unified
Modelling Language) for most of its graphical Views, and increasingly, there is
a trend towards the use of SysML (Systems Modelling Language). Such
standardisation enables conceptual products to be shared and iterated
amongst different experts.

THE USE OF MODAF

MODAF View descriptions do not prescribe the methods or processes for
creating them. There is an expectation that each Community of Interest (COI)
may create a Deskbook according to their needs. The first set of Deskbooks
(MoD 2005b, c, d, e, f) includes guidance for five COls: (a) Concepts and
Doctrine; (b) Customer 1 (as owners of the User Requirements Document who
monitor capability gaps); (c) Acquisition; (d) Customer 2; (e) Sustainment.
Figure 2 shows the currently defined COI.

Concepts & Doctrine

Concepts &
Doctrine /

Doctrine

Capability Gaps rations

A
P, Customer 2
/ Customer 1 Acquisition

Future Op
Needs \

Capability [ ded¢¥>“>> D 2.M
plons W2 C2A 2.0 > M

Management

Sustainment

\ A
\--.._...-"'

Figure 2: The MODAF Communities of Interest (taken from the MODAF Deskbooks).

Constraints

MODAF can be used to conduct Gap Analyses and Dependency Analyses (MoD
2007). Architectural Frameworks produce a high-level model of
interconnected variables and constraints. Design aspects can be understood
as variables that may be changed in the context of other model components.
The impact on other elements can be judged.

When conceiving a new design aspect, other design components may be
temporarily frozen and treated as constraints until it is time to re-consider
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them. Therefore, architectures enable a design optimisation process between
different design dimensions, where the results of design decisions can be
captured and related for trade-off decisions and interoperability assessments.

Which of these elements are specified when, and in which order, is largely
dependent on the circumstances of the project, and is not part of
architectural definitions. Hence, MODAF does not map exactly to traditional
waterfall process models but rather embraces the requirement for iteration.

MODAF complements requirements specifications. These are often used as
the basis for contractual agreements (e.g. between MoD and Industry).
Contracts reflect the scope and focus of the requirements modelled (e.qg.
technology only vs. services). Likewise, models need to be frozen at some
stages.

PRINCIPLES OF ARCHITECTURES AND MODELS

Abstraction and Decomposition

MODAF provides three main layers of models that produce concepts at
different levels of abstraction (i.e. StV, OV, SV). Abstraction is essential for
dealing with complex systems, not only to help remove unnecessary detail,
but also to enable production of early conceptual models to support
requirements specification leading to new or novel solutions.

Abstraction encourages a capability-based approach lead by operational

requirements rather than technical solutions, such as current platforms. By

capturing purposes, values and functions of future systems, the approach

enables new concepts beyond existing solutions. Abstraction is defined here

as a reasoning process that:

O Generalises by moving away from reality or detailed facts;

Q Summarises general principles by extracting common properties of specific
cases, instances or examples;

Q Removes direct association with particular applications or objects of
nature.

Besides abstraction, architectures also use the concept of ‘decomposition’
and/or ‘grouping’. Within any level of abstraction, concepts can be
decomposed or grouped °. The term abstraction is used here to draw out the
unique properties that are different from ‘categorisation’ only.

® This is a principle also used by a central method of Cognitive Work Analysis (Vicente, 1999,
Naikar et al 2003) from the domain of Cognitive Systems Engineering. The Abstraction-
Decomposition space, as defined by Work Domain Analysis (WDA), clearly distinguishes the
difference between abstraction and decomposition. At each level of abstraction, concepts
can be decomposed, often into hierarchical models. Likewise, they may be grouped to define
boundaries and dependencies. The links between different levels of abstraction are not so
easy to draw, as they cannot simply be decomposed. WDA terms them means-ends relations.
MODAF uses matrix representations to relate functions at different level of abstraction (i.e.
Stv-6, SV-5).
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Requirements vs. Solutions

Requirements specification uses abstraction to describe the properties of
future systems without references to concrete solutions. Requirement-
solution relationships may be found between any levels of abstraction.
Generally, the OVs are intended for requirements specifications at higher
levels of abstraction, whilst the SVs expand the solutions space. For example,
high-level functional groupings are defined as Nodes in OV-2 in relation to
operational activity needs. They become the basis for the structure of the
resource implementations at SV-1. To prevent ‘solutioneering’ neither
technology components nor actual human roles should be modelled as part of
an OV-2.

The role of models (structure vs. executable)

The origins of MODAF lie in being able to translate relationships between the
elements of future systems into a model that can be processed by computers
as the basis for early assessments.

Handley et al (1999) describe how to build executable models of decision-
making behaviours of operators. To create simulated behaviour, both static
and dynamic model elements are needed. Structural components include, for
example: activity model; rule/state change model; organisational model; data
model. Dynamic models require scenarios to include event variations and
time aspects (modelled, for example, through Petri Nets). Simulated
behaviour may be assessed through performance parameters. Such models
need to be validated by comparing them with real behaviour where possible
(e.g. through experimentation).

MODAF mainly produces static models. It lays the foundations for executable
models with OV-6 a,b,c and SV-10 a,b,c that model dynamic aspects of
operational and system behaviour. Actual executable models are outside the
scope of architectures.

page 12 of 104




The Human View Handbook

MODAF Meta Model definitions

This document draws on the terminology used as part of the definitions made
in the MODAF Meta Model. Table 1 shows a selection of these. Note that the
term ‘system’ is used in this document in line with the MODAF definition of a
purely technical resource, i.e. not encapsulating human resources®. From a
modelling perspective that can be useful, although separatist, since human
models differ from technology models, both for requirements and solutions.

Table 1: MODAF Meta Model definitions (essential notions are highlighted in blue bold).

Requirements oriented

Implementation oriented

e Capability: A high level
specification of the enterprise's
ability.

e OperationalActivity: A logical
process, specified independently

e Mission: A purpose to which a
person, organisation or
autonomous system is tasked.

e EnduringTask: A type of behaviour
recognised by an enterprise as
being essential to achieving its
goals - i.e. a strategic
specification of what the
enterprise does.

of how the process is carried out.

e Function: An activity which is specified in context of
the resource (human or machine) that performs it.
Notel: Contrast with <<OperationalActivity>>, where the
actor performing the activity is not known (i.e. it is just a
logical node). A <<Function>> is implementation-specific.
Note2: Should the <<Function>> be specific to one usage of a
type of system, then the usageContext is specified by a
reference to the composite structure property
<<ResourceComposition>> typed by the system.

e FunctionProvision: Asserts that a
<<FunctionalResource>> provides a <<Function>>.

e FunctionsUpon: Asserts that a <<SystemFunction>> has
some effect on a <<DataElement>>

e FunctionFlow: A UML::ObjectFlow between
<<Function>>s.

e Node: A logical entity that
performs operational activities.
Note: nodes are specified
independently of any physical
realisation.

o InformationElement: A formalized
representation of information
subject to an operational process.

e System: A coherent combination of physical
artefacts, energy and information, assembled for a
purpose.

e Role: An aspect of a person or organization that
enables them to fulfil a particular function.

e CompetenceForRole: Asserts that a <<Role>> requires
a <<Competence>>.

e Competence: A specific set of abilities defined by
knowledge, skills and attitude.

e PostType: A type of point of contact or responsible
person. Note that this is the type of post - e.g. Desk
Officer, Commander Land Component, etc.

e ActualPost: An actual, specific post, an instance of a
PostType class - e.g. President of the United States of
America.

¢ OrganisationType: A group of persons, associated for a
particular purpose.

e ProblemDomain: The boundary
containing those <<Node>>s which
may be realised by functional
resources specified in SV-1. There
may be more than one alternative
solution for a given
<<ProblemDomain>> specified as a

e CapabilityConfiguration: A combination of
organisational aspects (with their competencies) and
equipment that combine to provide a capability. A
<<CapabilityConfiguration>> is a physical asset or
organisation configured to provide a capability, and
must be guided by [doctrine] which may take the
form of <<Standard>> or <OperationalConstraint>>

® Likewise, several other MODAF terms differ from common HF terminology (e.g. function; see

Table 5).
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Requirements oriented

Implementation oriented

set of SV suites.

e FieldedCapability: An actual, fully-
realised capability. A
<<FieldedCapability>> must
indicate its configuration
<<CapabilityConfiguration>>.
Example: HMS Iron Duke, configured
and crewed, operating under the
appropriate doctrine. Note - the
<<CapabilityConfiguration>> that this
realises would specify a UK Type 23
Frigate, the crew, the weapons
systems, etc.

stereotypes.

e Resource: A <<PhysicalAsset>>, <<Organisational

Resource>> or FunctionalResource that can contribute
towards fulfilling a capability [ABSTRACT].

¢ OrganisationalResource: Either an organisation, or a

post. [ABSTRACT]

¢ PhysicalAsset: A <<Resource>> that can host systems

and/or people. Note 1: synonyms for
<<PhysicalAsset>>; would be platform, facility, or
host. This is the original intent for the SystemsNode
concept in DoDAF.

¢ FunctionalResource: A <<Resource>> capable of

function. Note that <<PhysicalAsset>> and
OrganisationalResource (<<PostType>>,
<<OrganisationType>>) are not considered to be
<<FunctionalResource>>s.

o NodeConnector: Asserts that a
physical flow exists or is required
between <<Node>>s (e.g. flows of
people, materiel, or energy).

e Needline: A relationship
specifying the need to exchange
information between nodes,
uniquely identified in context of
the OV-2 product by its
needlineNumber. Note: The
needline does not indicate how
the transfer is implemented.

e NodeEnvironment: A specification
of the <<Environment>> in which
the node operates or is required to
operate (OV-1).

e OperationalinteractionSpecification: A specification of

the interactions between nodes in an operational
architecture.

e Resourcelnteraction: An assertion that two

<<FunctionalResource>>s interact. Examples: data
exchange between systems, conversations between
people, people using systems.

¢ InformationExchange: A specification of the

information that is to be exchanged. An
<<InformationExchange>> must have a unique
identifier.

¢ ResourceComposition: A relationship between

<<Resources>> that asserts one resource is part of the
other (i.e. composition).

e ResourceLifeLine: A UML::Lifeline that represents a

ResourceLifelineltem that interacts with another
ResourceLifelineltem.

e OperationalConstraint: A rule
governing an operational
behaviour or property.

e OperationalStateDescription: A
rule governing an operational
behaviour or property.

e ResourceConstraint: A rule governing the structural

or functional aspects of an implementation - this
may also include constraints on <<Organisational
Resource>>s that are part of an implementation.

e ResourceStateMachine: A state transition model which

represents the behaviour of a <<Resource>> or
<<Function>>.

e EnvironmentalConditions: Asserts
that a <<Capability>>'s Capability
Metric (MeasureableProperty) is
valid for a particular

environment. Example - a capability
with a rate of advance of 40 km per day
must be qualified by the environment for
which this is specified - e.g. desert
conditions.

e MeasurableProperty: An
<<AssignedProperty>> of
something in the physical world,
expressed in amounts of a unit of
measure. The property may have
a required value.

e Environment: A definition of the conditions in which

the <<Enterprise>> exists or functions.

An <<Environment>> may be specified in terms of <<LocationType>>
(e.g. terrain), <<WeatherCondition>> (e.g. cloud, rain, etc.) and
<<Climate>> (e.g. tropical), and <<LightCondition>> (e.g. dark,
light, dusk, etc.)

e Forecast: A statement about the future state of one

or more types of system or standard ... the forecast
is effective for a given period.

e Standard: A ratified and peer-reviewed specification

that is used to guide or constrain the architecture. A
<<Standard>> may be applied to any element in the
architecture via the [constrainedltem] property of
UML::Constraint.
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THE ROLE OF HFI

WHAT IS HFI?

Human Factors Integration (HFI) *“is a systematic process for identifying,
tracking and resolving human related issues ensuring a balanced development
of both technological and human aspects of capability”’. HFI is an integral
part of Systems Engineering (SE). It cannot be conducted in isolation. The
effectiveness of the communication between HFI and SE practitioners, where
different perspectives on overlapping issues need to be aligned, is a critical
element to success. HFI is the term used in the UK, the US equivalent being
Human Systems Integration (HSI).

HFI draws on the breadth of the Human Factors (HF) disciplines, and
emphasizes the need to facilitate HFl management activities to enable their
joint consideration. HFI defines its wide scope by classifying HF areas of
concern into seven HFlI Domains: Manpower; Personnel; Training; HF
Engineering; System Safety; Health Hazard Assessment; Social and
Organisational. The methods and processes available for HFI can be broken
down into technical HF activities and management activities.

THE BENEFITS FROM HFI

HFI helps to prevent and mitigate acquisition and development risks related to
the human elements of socio-technical systems. Figure 3 illustrates the
mechanisms through which HF activities establish insight to inform the design
of future enterprises.

Past and current Trends _ )
) ) Future situation
situation

Needs

Design of socio-

Study of Performance technical Systems
and Problems Change
L Prediction of Risks
Constraints and resources and Improvements

Figure 3: The role of HFI in bridging the gap between past and future designs.

HFI activities reduce risks through:

Q Retrieving and communicating information about needs and constraints of
operations and people (e.g. users);

Q Assessing operational implications of evolving designs;

" http://www.aof.mod.uk/content/topics/pages/2561.htm
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a Applying information/findings to design decisions.

HFI provides many tools and techniques for investigating current and past
operations, as well as human characteristics. The resulting information
provides an essential input to requirements specification. Moreover, through
risk predictions and assessments of evolving new systems, it informs design
iterations.

HFI creates value through services such as:

Q Identifying potential issues; by providing essential HF information;

Q Establishing validated insight;

a Supplying HF tools, methods, processes, data, standards, and expertise;
Q Enabling user involvement and translating user views into requirements;
Q Undertaking a design mediation and communication role.

THE FUNCTIONS OF HFI

HFI needs to be applied early, and is best achieved through an iterative design
involvement. For every HFl domain, and during every system lifecycle phase,
HFI can contribute a number of functions: (a) Investigate; (b) Create; (c)
Evaluate; (d) Manage. All of these are required for an effective process.
Whilst HFI may not always become directly involved into design decision
activities (i.e. Create), it has a substantial role in informing and assessing
design (i.e. Investigate, Evaluate). Figure 4 visualises how these component
activities interact closely. Note, they do not represent design process steps
such as design phase or testing phase. Table 2 provides more details on these
HFI functions.

The management function is central to HFI. It ensures the integration of the
necessary technical activities (i.e. Investigate, Create, Evaluate) by
facilitating their application to their full potential and at the appropriate time
throughout the development process. For example, professionals with the
right level of expertise need to be available and integrated into the
development team; HF issues lists need to be tracked.

¢ - A+ Db - M- D
EVALUATION ‘ CREATION

INVESTIGATION | I _ MANAGEMENT | IIINNND
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Figure 4: Iterative application of HFI functions at all development phases.

Table 2: The HFI Functions.

INVESTIGATE | Seeking Researching:
understanding of | e Conditional factors such as human capabilities and
constraints and limitations for selected situations;
resources ¢ Motivational factors due to organisational processes;

o Effects of environmental constraints on human
performance and health;
e Users’ current and envisaged tasks and procedures.

CREATE Active Translating needs and constraints into envisaged
generation of functionalig and solutions.
requirements Providing design requirements, guidelines, principles
and design and means of compliance with regulations and
solutions standards to meet HF needs.

EVALUATE Assessment and | Understanding the effects of new designs (e.g.
testing of ideas, | technology, equipment, interfaces) on, for example,

concepts, human behaviour, cognition, capacities, skills, jobs
solutions and content and structures, human interactions, social
prototypes structures, information flows, distribution of
responsibilities.
MANAGE Process Ensuring implementation of HF information; ensuring
management HF design involvement; ensuring HF mediation role;

planning and timing; defining HFl assessment criteria;
defining HF roles and responsibilities; assigning HF
tasks; assessing HFI progress; project risk
management etc.

THE HFI PROCESS

HFI guidance materials are currently process-oriented and primarily focus on
support for Integrated Project Teams (IPTs). The HFI Process map draws on
the Systems Engineering approach, using the Systems Life Cycle Model (ISO
15288 and ISO 13407) - which can also be mapped to the UK CADMID lifecycle
(i.e. Concept, Assessment, Development, Manufacture, In-Service, Disposal).

Figure 5 shows the HFI management activities in relation to the CADMID
lifecycle. Figure 6 shows major HFI technical activities during the CADMID
processes.

Develop HFI
epgy HFI Requirements

(and Acceptance)

Develop

HFIP
System HFI
Viewpoinls HFT Assurance
SN  (EHFA)* HFI Aspects of

the System ance
Requirements
Develop

Assess
System

* also a technical function

Figure 5: HFI Process Map with key HFI management activities (HFI DTC 2005).
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Safety Analysis/fHRA

Functional Analysis

Allocation of Function Job Design

Automation
Syslem User Interfaces/

Design

Viewpoints
Establish EHFA)* Workspace
the System (
Requirements
Desugn and
Define System
Develop

System

* also a management function

Figure 6: HFI Process Map with key technical HF activities (HFI DTC 2005).

HFI DESIGN DECISIONS

HFI has a well-defined process and can draw on many methods, tools,
standards and data to support its technical activities, in order to prevent
operational and development risks. A risk refers here to the likelihood of the
occurrence of an undesired event or situation that leads to higher costs,
technical design problems or programme slippage because of insufficient HFI.
In the absence of conducting such design activities, it can be argued that a
certain number of design flaws is unavoidable that will lead to problems, and
therefore cost. Figure 7 shows a generic “HFI value chain” to illustrate how
HFI reduces risks.

HFI Process DLODs VALUES
4 S - \w\/PERFOR
| RN COST [ T
SRS
Equipment- 28 |\S Cﬁ:ﬁiﬁtf/ (effcrepey}r (eﬁ e Sﬁ)/

Logistics o> Organisation ~ ETY -

SHED legislation
J J J J <@ e \\(g )

Design activities Design features Problem prevention
(Lack of design activities) (Design flaws) (Problem occurrence)
I I [
- 7 - N~z , 7 ,
| Risk prevention activity | ( Risk cause ) ( Problem effects )

Figure 7: The generic HFI Value Chain.

An important HFI task is providing risk predictions. Such predictions depend
on having defined suitable values (e.g. team performance targets, safety
standards). Moreover, targets need to be identified as part of HF
requirements in order to assess design concepts and solutions.
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HFI activities can only reduce risks by influencing design decisions (e.g.
organisational structure, allocation of functions). To achieve effective HFI, it
is important to clarify these design decisions as HFl impact areas. The
Defence Lines of Development (DLOD) specify the main areas of design
decisions that the UK MoD is concerned with.

One of the main functions of MODAF is to capture high-level design decisions.
Thus, identifying the HFI-related design areas that define socio-technical
systems is a crucial step towards clarifying the role of HFI within MODAF. This
is laying the foundations for the HVs. Table 3 lists such design areas, and
maps them to the DLOD.

Table 3: Examples of HFI design areas mapped to DLOD, including links to HFI domains.
(M - Manpower, P - Personnel, T - Training, H - HF Engineering, SS - System Safety,
HH - Health Hazard Assessment, OS - Organisational & Social)

UK DLOD HFI design areas (and relevant HFI domains)

¢ Specification of system purposes, functions, values (e.g. what should the system
do to fulfil a societal need; which types of technologies should be used to support

Concepts and

Doctrine e -
! user needs; what facilities do the users require): M, P, H, SS, HH, OS
e Development of operational policy (e.g. doctrine): M, P, H, OS
Information ¢ Functional information requirements specification (e.g. information, data,

knowledge to be shared and exchanged between resources): M, H, OS

e Structure and processes of organisation and human interaction
(responsibilities, collaboration needs, reporting structures, information flows,
locations, shared terminology/understanding/values/procedures, management of
change): M, P, H, OS

o Number and availability of people to operate systems or system components (e.g.

Organisation

Personnel . -
career progression, selection): M, P
Training o Skill Qf people.to operate_ systems or system components (formal training given,
practical experience provided): P, T
infrastructure | ® Designed physical environment (e.g. spaces, visual distances, temperature control,
lighting, vibration, working height, exposure to health hazards, ergonomics,
layout/workflow/workspaces): H, SS, HH
¢ Organisational structures and procedures (facilities): M, P, T, OS
Equipment e Technology system structure (e.g. networking links, dependencies matched to
human structure needs): M, H, SS, 0S
o Automation/software (behaviour; detailed functionality; structure; allocation of
functions): M, H, SS, OS
e User interface (e.g. visual look and feel): M, H, SS
e Hardware interface (e.g. physical handling properties, location and handling of
control interfaces, screen properties, aural interface design): H, SS, HH
Logistics e Operational processes including:

e Equipment support activities (logistics, maintenance): P, T, SS, HH, OS
¢ Personnel support (rationing and supplies, establishing healthcare facilities):
P, T, HH, OS
¢ Product documentation design (e.g. user manuals): T, H
¢ Supply chain procedure design (e.g. standard processes, prescribed procedures):
M, P, OS
e Manufacturing process (e.g. efficient part production and system assembly, health
and safety): M, P, T, H, SS, HH, OS
e Implementation process (e.g. ‘management of change’ plan): M, P, T, H, SS, HH, OS
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THE RISKS OF NOT INVOLVING HFI EARLY

Table 4 shows a selection of real examples of problems that have been
observed in the past where HFI was considered insufficiently. They are
related to the types of design issues that MODAF deals with. It can be

postulated that similar problems would remain possible in NEC systems if HFI
was not considered explicitly in MODAF.

Table 4: Example cases showing the risks due to insufficient involvement of HFI.

System design Example Source
aspect
Design of an “... Linesman was being developed to provide air defence cover over Mills
integrated the UK airspace. It had run into all sorts of problems the principal one | (2004)
Airspace control being the software didn’t work due to totally unrealistic operational
system requirements. For example, the software was required to detect all
(requirements situations requiring operator action, warn the appropriate operators
definitions not and automatically route all relevant radar track data to them. In
grounded in addition the software was to ensure operators had equal work loads at
operational needs | each position on the assumption all 100 or so of them were equally
and knowledge of | capable which was clearly not the case. Furthermore, the overriding
human requirement was for centralised command as well as centralised
capabilities) control to be exercised over all air defence movements in the one

million square mile box of the UK Airspace. Not unsurprisingly, it

became impossible to elicit and specify the mountain of logical rules

underpinning such requirements and all work on the software

development, and the project, was stopped. Potential loss of

command of the UK airspace was so critical that the late Airy Neave's

Science and Technology Select Committee examined the state of the

project, Chapman Pincher of the Daily Express took up residence

outside the main gate of RAF West Drayton (where the project was

based) and the Prime Minister of the day (Edward Heath) took a

personal interest.”
Design of personal | The BOWMAN man-portable radio (British Army) was assessed by the | (Daily
devices to support | infantry as ‘not fightable’. There have also been press reports Telegraph
Land Digitisation — | regarding problems with their durability, inflexibility of use because 2004;
usability & they are tied to a single call sign, wiring which becomes tangled in gg%srﬁ:;s
ergonomics issues | webbing and problems with the battery life. 2003: MoD

Web Site
2005).

Equipment design | RB44 Light Vehicles (British Army) procured with automatic (National
(functionality and transmissions were found to be inadequate for driving off-road, with Audit
maintenance) the result that the vehicles had to have manual transmissions retro- %‘Z‘)%‘;

fitted. Some of the problems of the RB44 were also blamed on
maintenance regimes that were intolerant to small deviations from
standard practices.
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System design Example Source
aspect
Design of IT Landauer (1995) identifies a range of compelling examples, and types | Landauer
systems for of problems observed for new computer technologies. Mostly, the (1995)
business short-term cost savings were usurped by:
organisations » added requirements for servicing, maintenance, updating,
translation and data entry jobs;
e restructuring, retraining, re-recruiting jobs;
« lowered productivity and effectiveness due to usability problems
and added complexity;
« the operational effects of technical failures;
« failure to interact with the system and get the required results at all.
Design of The London Ambulance Computer Aided Despatch System was an (Communi-
networked automated computer aided despatch system to replace a manual cations
communication system in the early 1990’s. Various technical and HF issues resulted | Directorate
system (user in communication difficulties that meant the system often could not 1993).
interface, return the location and/or status of resources. Thus, the system
manpower, sometimes made incorrect allocations or failed to allocate ambulances
software reliability) | to incidents. User interface problems and understaffing in the control
centre combined with slowly responding software and an increase in
telephone and radio traffic from frustrated ambulance crews and
members of the public, quickly resulted in the system slowing to
unacceptable levels. On the 4th November 1992, the system failed
completely after a programming error.
Late fixes of HF “During the Jubilee line extension project [by London Underground Cited by
problems Limited], the importance of HF was brought to the forefront. The Bradbeer
project was audited by HMRI and a number of questions were asked | (2004)
of the HF aspects of the project. The result of this was a lot of
retrospective analysis and late fixes, especially concerning the alarm
handling issues. The costs of the project rose from approx £1.7b to
£3.5b; with an estimated £5-10m rework due to HF issues. It is
estimated that an initial outlay of approximately £1m spent in the early
design phase, would have been sufficient to solve the HF issues from
the outset.”
User involvement User involvement in development programmes is crucial for cost Chaos
as a success factor | savings, as shown, for example, through the Chaos Report (Standish | Report
for IT projects Group 1994), and a similar study by Keil et al (1998). The Chaos (Standish
Report established that users’ involvement is the most important factor (135582?

for the success of IT projects — through a large survey (the total
sample size was 365 respondents and represented 8,380 applications,
covering a wide range of business sizes and types). The study found
that the highest-rated reason for why IT projects succeed is users’
involvement during the development process (15.9 % of respondents
saw user involvement as success factor; 12.8% saw non-involvement
as failure factor). Likewise, the task of dealing with changing
requirements was identified as one of the major issues for project
failures.
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JOINING HFI AND MODAF PERSPECTIVES

TOP-DOWN VS. BOTTOM-UP

SE and HFI have many differences in how they approach design problems - in
terms of underlying philosophy, terminology, and scope. The main question
asked by HFI practitioners is often this: “Can this person/these people, in this
job, with this training, perform these tasks, using this equipment, to these
standards, under these conditions™?

The question SE architects may ask is: “Can these capability requirements be
achieved through these operational activities/nodes/information networks,
fulfilled with these technology functions and structure, over these timescales,
given these connectivity standards, technology trends, and organisational
structure?”

SE promotes a top-down approach, moving from high-level system
requirements to solutions, whilst HFI takes a bottom-up approach where
people are the centre of attention. HFI often takes the role of informing
design, whilst SE often takes the role of managing design.

A top-down approach models abstract concepts at the requirements level
first, from which implementations and solutions are derived. For example,
MODAF encapsulates a top-down mechanism by which it defines structures
through Node definitions (OV-2) that capture logical groupings of operational
functions at a high level of abstraction before specific human and technology
resources are specified. Human roles may then be defined by instantiating
nodes with organisational structures and their components.

HFI approaches, in contrast, tend to take a bottom-up approach, where
concrete human task elements are assembled into job definitions. For
example, team design from an HFI perspective is generally approached
through breaking down functions® into tasks, and then combining them into
roles, jobs, and organisational structures. MAP-01-011 (formerly STGP 11)
describes the core HFI design process in the following order: Mission Analysis,
Function Analysis, Allocation of Function, Identifying Mission-Critical Tasks,
Task Analysis, Task Synthesis, Skills Analysis, Role Definition, Job Design,
Team Design.

HFI practices often focus on the detail, and deals with design issues in
concrete terms, without providing the context of higher-level operational
requirements in an abstract format. Not many dedicated HFI top-down
approaches exist. One exception is Cognitive Work Analysis (CWA: Vicente
1999). CWA specifies several layers of abstraction at a functional level through
Work Domain Analysis (WDA) before moving on to task analysis methods.

8 Note that the definition of “function’ differs between HFI and MODAF.
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A pure-top down approach is not practicable. However, there are many
benefits from prioritising a top-down strategy, and supplementing it with
bottom-up elements. HVs should not specifically require either a top-down or
bottom-up approach, but should enable both.

TERMINOLOGY AND DEFINITIONS

Table 5 lists some differences in terminology between HFI and SE that can
cause confusion (note that these are not definitions, but reflect commonly
voiced perceptions). These differences in terminology reflect also differences
in the underlying philosophy.

Table 5: Differences in terminology.

Term SE interpretation HFI interpretation

Task A high level description of what an A duty that individuals carry out as
Enterprise needs to achieve. part of their job.

Activity | A high-level description of what A low-level description of what
needs to be achieved, before individual people may do as part of
individual resources are specified. their tasks.

Function | A specific description of what A generic description of what needs
individual resources are designed or | to be done at a high level of task
designated to do (e.g. human, descriptions - often resource-
machine, animal). independent.

Role Something to be done that is defined | Something to be done by people
independently of whether a human (mostly one) who take responsibility
or a machine will carry it out - since | for the outcomes. This is closely
these allocations may change. related to job definitions.

PROCESS VS. PRODUCT

HFI1 is primarily organised around a process, supported by a wealth of methods
and data. The overarching perspective of HFI is largely described through the
breadth of the HFI domains. MODAF, on the other hand, provides a tool that
creates an overview perspective of how different design concerns relate. By
producing an enterprise model, MODAF can be perceived as a high-level
conceptual design product. The model neither describes nor prescribes
detailed notions of lifecycle processes. Therefore HFI needs vehicles through
which it can be better linked to MODAF - e.g. through using HVs. Likewise,
MODAF may need to change some underlying assumptions - by incorporating
HV concepts.

THE ACCEPTED SCOPE OF CONCERN

There is a major difference between the design concerns underlying
technology, and those underlying human structures. By definition, technology
has to be designed, where every component has to be conceived and
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manufactured according to a functional specification (that usually follows a
societal need). Humans, however, come largely “pre-manufactured” and we
have to accept that we still do not yet have a complete understanding of all
our underlying biological processes. Humans have abilities that go far beyond
those of machines; they also have limitations that cannot be re-designed.
Thus, the human element is often captured in the constraints to technology
design.

Requirements specifications have traditionally been focused on ‘functional’
requirements - where the need for equipment development is derived from
any type of shortfall in effectiveness, efficiency or safety of current
capabilities (this may include specific human needs). This focus on hardware,
software, and technical infrastructure development has clearly driven the
original concepts of DoDAF and MODAF. Many of the modelling tools used are
grounded in software engineering. The main purpose of modelling a business
or enterprise as a whole, as promoted through architectural frameworks since
the 1980s, is to specify new technology, as a way to enhance overall capability.

This perspective on functional requirements is now being challenged. DoDAF
v1.5, for example, has widened its concepts to include Service Oriented
Architectures (SOA) - where the focus can be either on Systems (i.e.
technology), or Services. Services can include people structures and
processes. MODAF v1.1 has widened its definitions towards models of
enterprises to better capture the clearly human-related DLOD (i.e.
Organisation, Personnel, Training) as explicit design elements, thus embracing
a wider enterprise vision, elsewhere often referred to as a ‘systems’
perspective. Thus, the underlying philosophy of architectural frameworks is
undergoing some change. Some people may argue that this widening is simply
not possible given the existing modelling philosophy. Others believe that this
is the only way to consider the complete picture.

HVs have the effect of changing MODAF from a tool that provides multiple
perspectives on a single focus (i.e. technology) towards one that provides
multiple perspectives on multiple foci (e.g. technology, human resources,
organisation). Whilst previously in SE, HF concerns have largely been
understood as constraints on technology design, HVs now establish that changes
in technology may also be conceived as constraints on HFI design - thus
widening the definition of what is perceived as ‘functional’ to include the
‘human infrastructure’. Whether or not this wider philosophy will be accepted,
the HVs also have a role in better clarifying HFI constraints on technology -
primarily those that have a profound impact on how equipment is defined.

HOW TO BRING MODAF AND HFI TOGETHER?

HVs provide a link between architectural models and HFI concerns. The HFI
guestions have to be asked at the scope of architectural frameworks - i.e. at
level of requirements specification. They also need to include the HFI design
decision elements - i.e. address all major HF areas of concern. Thus, the HV-
specific question combining both SE and HFI concerns may be:
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“Can these operational and capability requirements be achieved, grounded in
these HFI objectives and standards, through these technological and
organisational structures, with these human resources, fulfilling these
functions, interacting as part of these organisational/task/process
dependencies, in these roles/jobs, requiring these skills and characteristics,
in these locations, using this equipment, over these timescales?”
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OVERVIEW OF HUMAN VIEWS

HUMAN VIEWS FOR MODAF

HVs ensure that MODAF captures all fundamental elements needed to manage
the design of socio-technical systems at a structural level. HVs model human
design requirements by capturing the relationships between HFI design
elements at different levels of abstraction. HVs help to formulate and track
the reasoning behind acquisition decisions.

HVs focus on the outcome of decisions associated with the people-related
components of enterprises, not the process of how to make decisions. They
help to identify HFI modelling elements, trace dependencies, and visualise
them. HVs help optimising acquisition decisions through iterative processes.
The path through the iterations is likely to vary depending on the
circumstances of individual projects or programmes. The major elements for
consideration, however, remain the same.

The following seven HVs are proposed here to complement MODAF:

Q HV-A: Personnel Availability:
Defines the requirements and processes to ensure that personnel with the
right characteristics, and in the right numbers are available for posts/jobs.

Q HV-B: Quality Objectives and Metrics:
Provides a repository for human-related performance criteria, including
qualitative values and quantifiable metrics with measurable targets.

a HV-C: Human Interaction Structure:
Captures the structure of human networks supported by technology,
including the operational dependencies and constraints underlying
information handling.

Q HV-D: Organisation:
Defines organisational properties and relationships, including fixed and
task-organised structural dependencies besides organisational policies,
values and procedures.

Q HV-E: Human Functions and Tasks:
Specifies human functions and activities in relation to system definitions,
as part of detailing solutions beyond the OV-5 requirements.

Q HV-F: Roles and Competencies:
Specifies requirements for human resources - by linking human tasks,
competencies, and roles.

Q HV-G: Dynamic Drivers of Human Behaviour:
Captures the factors that affect, constrain and characterise human
behaviour, to create a bridge between static architectural definitions and
behaviour predictions.

An essential objective in defining the HVs has been to separate the ‘soft’
issues that may be observed in enterprises from those that can be clearly
defined and objectively affected through decisions that change future
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operations. Thus, the design decision areas can generally be perceived as
formal definitions (e.g. designed organisational structures, team
responsibilities, operational procedures). Informal dependencies and
behaviours (e.g. team learning, mutual trust, cultural values) are an effect of
such formal definitions. They may establish patterns, sometimes over long
periods, which can constrain design decisions in the future (e.g. social
structure and behaviours).

The HVs for MODAF:

Q Map HFI design decision areas;

Q Define values that help in assessing the effects of the decisions;

Q Capture dynamic factors that link structural definitions to behaviours.

Figure 8 shows the HVs in relation to a subset of the existing MODAF Views,
and in relation to the abstraction layers of MODAF. The most abstract
definitions are made as part of the Strategic Views (StVs) at the top of an
imaginary cone, whilst the System Views (SVs) produce the most concrete
models at the base of the cone. The grey lines trace topical areas that can
be found in MODAF and need to be extended to human concepts. They
include resource availability (captured through HV-A), relationships &
boundaries (HV-C, HV-D, HV-F), functions & activities (HV-E), behaviour &
dynamics (HV-G), and values & metrics (HV-B).

HV-C: Human
Interaction
Structure

Personnel
Availability

HV-B: Quality
Objectives and
Metrics

HV-D:
Organisation

HV-F:
Roles and
Competencies

HV-G: Dynamic
Drivers of Human
Behaviour

HV-E: Human
Functions and
Tasks
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HVs - as an HV meta-model.

Figure 9 shows the relationships between the data elements underlying the
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Figure 9: The HV data elements and relationships.
(Note: the elements shown in red are definitions that can also underlie Operational
Configurations in HV-G; the elements in blue relate to Functions, Tasks, and Behaviours).

HVs do not attempt to capture the full range of possible HFI concerns on
system development. They function as a design framework that captures
high-level HFI design decisions affecting future systems (i.e. to provide

The HVs are intended to be able to draw
in HFI methods and tools, but not replace them. By relating HFI design
elements to the technological elements, the HFI analysis, assessment, and
management activities can be related better to enterprise design concerns.

HV definitions do not cover how MODAF Views should be informed, what tools
can support these decisions, what methods are used to develop the
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representations, or in which order they should be captured. They only clarify
the HFI concerns that need to be modelled as part of Architectures.

Figure 10 shows how the HVs relate to high-level conceptual design products
that are developed as part of MODAF. Where the design elements are in close
proximity, they have a closer relationship. The pink-rimmed boxes show HFI
elements that were assessed to be missing from MODAF version 1.0. The
figure also shows a sub-set of the MODAF Views (in blue). It illustrates the
top-down approach of MODAF (left to right) - moving from abstract to
concrete concepts.

conr m physical
4
abstract Scenarios | User Input BOLtlt:m

Organisation Roles and
Organisation Organisation Competencies
(asis) (to be)
HV-D
data
Team Human Roles flow
purpos nformation Dependencies
Task System
- network @
Interaction Locations System
Structure Competencies behaviour
- (S System
Capability .
functions solutions

. System
= sv-4 > functions /.
— - Human

behaviour
/ ov-
Performance goals | 1¢ Performance
Measures
Human Standards
Personnel Funuctions Quality BT € DU CS
L nd Task Objectives and of Human
Availability and 1asks Metrics Behaviour

Figure 10: HVs in relation to conceptual design elements and MODAF Views.
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THE NOTATION FORMAT USED

The notation format used is non-standard. It followed the need to express
particular types of HV elements in an easy-to-read way. However, the
symbology is used consistently (see Figure 11).

Dependency

Constraint/ (in example)
Situation Design Concept
Process
Design Concept | Elément 1

_ Dependency with sub-elements | Element 2
Metric/ .
Measure (in HV'element _
relationship model) Design Concepts as part

of HV model

Figure 11: The notation format used for HV examples and meta-models.
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HV-A: PERSONNEL AVAILABILITY

FUNCTION

The “Personnel Availability”” View defines the requirements and formal
processes to ensure that actual people with the right characteristics, and in
the right numbers, are available to fulfil human roles as part of posts/jobs.
The availability of skilled knowledgeable personnel with suitable attributes
can be an important constraint on other design decisions.

HV-A:

Q Captures essential components of the Personnel and Training DLOD (and
the personnel, manpower and training HFl Domains).

Q Defines the requirements for establishing suitable formal processes, as part
of operational practice, to ensure that sufficient personnel suited to roles
is available.

Q Captures different types of personnel-related trends, fixed constraints, and
process definition requirements.

Q Provides an overview of essential dependencies between design factors
concerning personnel and training provision.

Q Describes concrete aspects to ensure the presence of human “actors’ in the
enterprise.

HV ELEMENTS
HFI data types

Q Trend and Development Forecasts;
Q Personnel Characteristics (e.g. current/future; available/required);
Q Personnel Numbers (e.g. current/future; available/required);
Q Formal Personnel Development Structure and Processes, including:
. Career progression plans and structures
(e.g. to ensure formal experience progression);
. Training processes and structures (e.g. to make skills available);
« Recruitment and Retention plans (e.g. to avoid fluctuation);
« Mechanisms to support learning (e.g. technical, practical, social);
. Health and Safety provision (e.g. to avoid absence);
. Personnel Policy (e.g. legal/moral/ethical support; duty of care; pay).

HFI elements in context of other MODAF elements

O Related MODAF Views: SV-9, OV-4, (StV-5, StV-3, AcV-2, SV-8)
O Related MODAF Meta Model elements:
Forecast, Capabilitylncrement, OrganisationalResource,
Resourcelnteraction, OrganisationType, Competence, Role.
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HV element relationships

‘ Competency Requirements Pelrason Organisational Units
in Post

| Skills | Attributes | Knowedge — | Units | Teams| Posts

Need .
Have

/ Personnel Ensure Have status of \

Development —H

Actual

Have Have

Needs People |

Affect. | Trends/ _
Forecasts Display Display Display

CNumbers ) ( Characteristics)

HV-A /

Figure 12: Data elements and relationships for HV-A (simple version).

Belong to
| isati kload/E Flogie Define
‘ Organisational Structures | @gsgimeﬁ? Positions
With Cause
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/ Opportunities given || Affect Have \
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| On-the-job learning ( Experience/Values/Attitudes ) Require
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Affect Assessment
Personnel-related
| development processes With with
Evolving Experience ||
Structures and Lrainmg Gathering | )
Processes needs Formal Training H Actual People A
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@ Affeots Recruitment/ ||
Trends Retention Process |{pAffect of :
Affects Health & Safety ‘ 5 Tllme: t
Demography Provision ‘ ( e\lé?w opmen
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‘ Personnel Policy UU Epoch)
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orecas
\ Captures V- A/

Figure 13: Data elements and relationships for HV-A (expanded version).

page 32 of 104




The Human View Handbook

BENEFITS AND USE

HV-A provides an additional dimension to architectures by capturing the
structures and processes that need to be put in place to ensure that actual
personnel in the right numbers and with the right characteristics is available
to conduct the roles specified in HV-F, as part of post/jobs specified in HV-D.

Personnel-to-organisation relationships are generally less formally defined
than organisation-to-organisation relationships (Chamberlain 1999). At the
lowest rank level of an organisational structure, posts can be defined that
express a one-to-one correspondence with a person. These are also called
‘billets’. There is an important distinction between persons (actual people)
and billets (posts). Posts are structural descriptions that can be vacant until
filled with a suitable person. There are some practical exceptions where
billets do not express a one-to-one relationship (e.g. somebody filling in
temporarily for somebody else; people taking on several part-time jobs) - but
most formal definitions can make that assumption (Chamberlain 1999).

HV-A can function as a vehicle to bridge the gap between manning databases
(describing personnel structures) and organisational models (capturing how
people should relate when they conduct tasks - e.g. command structures).
Personnel concerns include formally defined structures (e.g. ranks) and are
closely linked to issues of personnel characteristics (e.g. physical strength,
cognitive skills) and the numbers of people available (e.g. workforce levels).

Personnel characteristics and numbers express essential HFI concerns and are
the basis for the definition of formal processes to be established as part of a
functioning Enterprise - e.g. recruiting, training, career progression. These
are understood here as decisions as to the need for formally establishing
procedures and operational configurations rather than capturing how to
conduct them in detail. For example, HV-A is only concerned with
establishing the need for recurrent training for pilots who use automated
systems, leading to a training programme to be established, rather than the
details of training design and implementation such as defining all areas of
potential of skill degradation, and whether to use part-task or full simulators.

HV-A also accounts for the fact that structures, processes and resources
change over time. This relates to trend forecasts that can be captured as
part of SV-9 (Technology & Skills Forecast) - but HV-A expands on the
particular factors related to Personnel/Manning/Training. It is important to
note that the concept of people availability applies here to a long-term
general provision (e.g. the size of the workforce as a whole), rather than
short-term tactical shortfalls (e.g. for a certain situation, there may not be
enough people to fulfil particular tasks or roles since otherwise engaged).

HV-A captures several related issues so its visualisation can be quite varied.
HV-A needs to be supported by substantial data set, derived from empirical
studies, and prompted by design decisions made for other parts of the
architecture. Thus, the visualisation options shown here are only few of many
possible examples.
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VISUALISATION

Generic

There are many options including:
Q Proportional comparison of demand and supply for relevant personnel
characteristics (e.g. education level) over applicable time scales;
Q Cause-effect diagrams showing enterprise-specific dependencies
(e.g. Influence Diagrams; Bayesian Networks);
Q Tables capturing relevant human characteristics in suitable categories
(e.qg. skills/qualifications, intellectual abilities, physical attributes);
Q Databases capturing essential workforce parameters as-is vs. to-be;
O Annotated organisational charts (OV-4; HV-D) showing
. Trends (e.g. opportunities for carrier progression);
- Requirements (e.g. training needs);
. Local effects (e.g. opportunities for social learning).

Examples

P Demographic trend forecasts affecting recruitment.

Long-term availability of suitable personnel for recruiting is an important
factor for which types of roles, posts, and organisational structures can be
defined, and for which types of technologies. Figure 14 shows trends in
population numbers for major educational levels, by comparing demand and
supply for two timescales.

2500
2000 -
O Third level:
Honours bachelor
1500 - | ]| degree or above
O Third level: Higher
certificate /
1000 | ordinary degree
W Upper Secondary
500 -
O Lower Secondary
or less
0 T T
Demand Supply |Demand Supply
2010 2010 2020 2020

Figure 14: Demography forecasts by highest education level achieved (EGFSN (2007)).
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P Personnel availability forecast for a particular post.

Many different foci and personnel parameters can be captured here. The
(notional) example shown here addresses the availability of staff numbers for
a particular post/job only. Figure 15 shows how predictions can be related to

existing numbers and future needs. These number predictions can be broken

down into the causes. This can be done:

O Quantitatively by mapping how many people may leave and arrive (Figure
16 and Figure 17), for each of the predicted reasons;

Q Qualitatively by identifying causes and effects of such fluctuations, to
determine the needs for establishing personnel processes (Figure 18).
For this example case, a relationship has been mapped between the

current practice to minimise training cost, and the potential lack of trained
personnel available to work in this post. This may not be a problem if

other factors, such as potentially high injury rates due to health and safety
problems, are not a risk.

forecast and need.

60 .
become enter maternity d
ilfinjured leave mace
12% redundant
24% 0%
50
40 .
0 leave to higher
ranks leave
18% leave to other i orgzrlls/atlon
301 diViSiOI’IS ret”eoment 0
Figure 16: Forecast of personnel numbers leaving - by cause.
20
back from
back from long- maternity
10! newly term leave leave
promoted 7% 7%
(internally)
7%
o ' B
total total future moved to recruited
available a_lvailable need position (skilled) from
now infuture (skilled) from outside
- inside newly trained organisation
Figure 15: Total Personnel organisation 7% 58%
numbers for one job - status, 14%

Figure 17: Forecast of personnel coming into service - by cause.
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canges back fram
enter matemity leave
maternity Caeses
leave
minimised

made EXPENSEs on newly trained

Canses
ealth & safety

"J

redundant

!

CnSe

o3

natural rank
progression

newly promoted
{internally)

s
P

internal training

1

Figure 18: Influence factors for personnel becoming unavailable and available, in order
to identify requirements for manning/personnel/training structure and processes.

Inventories for Personnel needs and availability of people characteristics can
be listed in table format and based on categories such as shown in Table 6.

Table 6: Target Audience Description (TAD) categories that can be used to describe
personnel characteristics (loosely based on MAP-01-011 (formerly STGP 11)).

APPLICABLE PERSONNEL | COMPETENCIES/PERSONAL | PHYSICAL CHARACTERISTICS
STRUCTURES ATTRIBUTES e Physical And Psychomotor Skills
¢ Ranks & Rates (e.g. e Communication Skills (e.g. speed of typing, response

abbreviations, general
responsibilities &

o Managerial Skills
e Emotional Stability

time to visual auditory signals
and manual dexterity skills)

qualifications required) e Tolerance To Shift Work e Anthropometrical/Medical

e Branch/Specialisation e Social Skills attributes (e.g. strength, body
Descriptions QUALIFICATIONS AND size, weight, health)

e Listing Of Sub-Specialisation | TRAINING e Biomechanics (e.g. mechanical

o Formal Composite Job Titles

e Qualifications specific to

properties of joints; human

(for rank/specialisation) organisation/business (e.g. posture)
DEMOGRAPHICS technical) PHYSIOLOGICAL/PSYCHOLOGI
* Sex « Generic qualifications (e.g. CAL
* Age reading literacy, computer o Fitness Levels
« Nationality literacy) * Heat Tolerance
* Ability to be security cleared | e Training received as part of * Lung Capacity .
PERSONALITY organisation » Working memory capacity

o Intelligence level and talents

e Training received before joining

SENSORY

o Personality traits organisation o Auditory (hearing abilities)
¢ Knowledge/ Practical e Visual capabilities (e.g. field of
Experience vision, visual response to colour)

page 36 of 104




The Human View Handbook

HV-B: QUALITY OBJECTIVES AND METRICS

FUNCTION

The “Quality Objectives and Metrics” View provides a repository for human-
related quality objectives and performance criteria (HFI values) as well as
quantifiable metrics that are specified with measurable targets.

HV-B:

Q Provides the basis for HFI evaluations to underpin enterprise performance
assessments.

Q Captures non-functional requirements to complement functional
requirements at all levels of abstraction.

Q Provides a formal record for prioritising high-level qualitative value
objectives to complement capability definitions.

Q Provides means to quantify value objectives without loosing context by
capturing quantifiable metrics in relation to qualitative value definitions.

Q Captures HF performance criteria as the basis for human behaviour
assessments at any scope (e.g. individual, team, organisation).

Q Provides a mapping of HFI metrics to Human Functions/Tasks.

Q Provides the foundation for HFI requirements tracking and certification.

Q May include mappings of values and metrics to methods of compliance
(e.g. how to measure targets and present evidence).

Q May map required improvements of performance targets for different
timescales where appropriate.

HV ELEMENTS
HFI data types

Q HFI Value definitions (level 1 to n)

Q HFI Value definition relationships (between different levels)

Q Human Performance Criteria and Metrics (i.e. what is to be measured)
Q Target Measures (i.e. which quantifiable amount is acceptable)

Q Methods of Compliance

Q Time/Epoch (for metrics that should improve over set periods)

HFI elements in context of other MODAF elements

Q Related MODAF Views
« OV-1c; SV-7; TV-1; TV-2; StV-2.
O Related MODAF Meta Model elements:
. AssignedProperty; QualitativeProperty; Standard; RatificationBody;
MeasurableProperty; FrequencyRange; EnvironmentalConditions;
Forecast.
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HV element relationships

e R

Specified
with Mapped

Target
Measures

uman Performanc
Criteria & Metrics

definitions

Detailed Level 1...n
through
Assessed N dt
Qrough i Hv-y
Behaviours
Human
Team | Task Functions/Tasks
HCI .
work | work Define

Figure 19: Data elements and relationships for HV-B.

BENEFITS AND USE

Non-functional value definitions are understood here as all design objectives
that cannot directly be expressed as a (functional) need to design or organise
resources. Largely, this covers enterprise quality objectives underlying HFI-
related safety, effectiveness and efficiency®. Value definitions can be
considered as constraints on design.

MODAF has several places where metrics are specified. It does so at the
capability definition level, where StV-2 (Capability Taxonomy) may specify
capability attributes for each capability through ‘leaf metrics’. OV-1c
(Operational Performance Attributes) specifies scenario-specific performance
metrics at the level of operations (e.g. rate of brigade advance in km per day;
equipment availability measured through days of downtime). At the
implementation level, SV-7 (Resource Performance Parameters Matrix)
captures qualitative or measured properties for any functional resource,
including human elements. At OV-3 and SV-6, metrics are linked to
information exchanges or system port connections.

All of the metrics specified in MODAF are tightly coupled to (technical)
functional requirements. Human performance parameters are often of a

° There is a fine line between functional and non-functional requirements. Software
standards have some clear definitions. However, when taking the perspective of developing
an entire enterprise, a redefinition may be required as to the scope of ‘functional’. In any
case, some areas remain outside such functional definitions, since they are dealing with
quality properties (e.g. usability, security).
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different nature. HFI is mostly concerned with non-functional quality
objectives that cannot be directly attached to a specific function or resource
(e.g. human error reduction is a safety requirement, but may be attributed to
several design decisions including interface design, training, and formal
processes such as promotion of safety culture). The majority of HFl measures
apply to the ‘integration’ level - where human performance is measured as a
function of human-human or human-system interaction. The central concern
Is how systems or organisational arrangements affect human behaviour as part
of enterprises. From that, the quality of specific system/organisation
elements can be inferred indirectly.

Therefore, a repository for essential HF-related non-functional requirements
is also needed. These apply to all MODAF layers and are interrelated. High-
level HFI Value definitions at the capability and operational levels need to be
translated into quantifiable concepts (i.e. metrics) and then specified with
exact numbers (i.e. HFI targets). Quantification methods may include
subjective data such as ratings provided by experts (if a sufficient number of
experts is consulted). Likewise, triangulation of measures may be a
requirement in itself.

Defining suitable quantifiable metrics early is essential for non-functional
requirements specification. However, there may be situations where this is
difficult without some known details about potential functional solutions. In
such cases, it remains important to capture qualitative objectives formally
and then ensure that they are quantified later. Likewise, the definitions of
values, metrics and targets may need to be updated as more information
becomes available.

HV-B is closely linked to HV-G (Dynamic Drivers of Human Behaviour),
including scenarios, time constraints, and behavioural properties.

SV-7, OV-1c and TV-2 project target objectives that change over defined
timescales. These same projections may be applied to most HFI performance
metrics - where some of them may be related to newly mandated
requirements in future standards.

Many HFI value definitions need to draw on suitable taxonomies that describe
standard states of behaviour. For example, Hitchins (2007) suggests defining
descriptions of team/command style states as practical measures of team
effectiveness (see Table 7). The value definitions would then specify which of
these states are acceptable for given mission phases or scenarios. Such
performance assessments are based on expert observation during
experimentation.

Table 7: Behavioural states for team atmosphere and command style (Hitchins 2007).

Team Dynamic (Range of emotions) Command Style (Range of styles)
e Euphoric e Tense ¢ Collaborative ¢ Methodical
e Over Confident e Anxious ¢ Consultative ¢ Autocratic
e Confident ¢ Argumentative e Controlled ¢ Dictatorial
o Alert e Panic
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VISUALISATION

Generic

The following representation options are suggested:

Q Breakdown of HFI values to quantifiable performance metrics and targets;
O Human Function/Task to Metrics mapping (through table/matrix);

a Metrics to Methods of Compliance mapping (through table/matrix);

Q Mapping of Target Measures to Timescales (table or annotated timeline).

Example instantiation

P Relating observable metrics to intended behaviours and objectives

The example shown in Figure 20 breaks down high-level safety assessment
priorities to measurable metrics for evaluating cockpit interfaces. This
involves specifying states and behaviours to be avoided (e.g. degraded
attention management). It shows how the metrics (e.g. error rates) are
indirect indications for compliance with the high-level objectives (e.g. avoid
flight into terrain). Thus, several measures need to be combined to provide a
complete set of evidence for compliance with safety requirements (e.g. low
error rates + low workload + documenting of design principles followed).

Loss of Flight into In-flight ::S;rigi”;:t Events to ‘3“3
control terrain Collision o avoided
mitigated
Objectives
Aircraft control Terrain, Automation awareness of to be
performance Mavigation, Traffic awareness AC systems achieved
(aviate) awareness health
: Technical Automation Wrong situation Errors in )
Human Errors problem behaviour assessment and instructing
misdiagnosis misinterpreted decision the system States
to be
avoided
Lowerad egraded errorf Degraded Reduc_:ecl Bilot not (based on
situational problem problem traffic in-the-loop cognitive
awareness identification rnitigation awareness behaviour
elements
Degraded MNeglecting MNeglecting Automation needed)
Attention aviation/ communication' behaviour not
manageament ,\_ navigation tasks system management monitored /
-~
Complacency/ Increased Fatigue due Lowered or Pilot Design
{bad) habits External effort! to interfacing wrongly focused being Quality
factors workload demands attention mislead (e.g. have HF
states .
to take due to principles
Insufficient into Distraction Lowered Physical system and rules
Skills/Training account fram primary mental control interaction been
flight tasks capacity difficulties folfowed?)
problems
hN S
Tasks Continous/ _— Time Missing Lowered
Subjective Error Task )
not Average head workload on rates Delays Omissions awareness/ flight Measures
achieved down time task prediction ability erformance

Figure 20: Values, Behavioural Objectives, and Metrics for assessing cockpit interfaces.
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