[iefere Technology Centres

Cost Arguments and Evidence
for Human Factors Integration

Issue 1 / October 2006 / HFI DTC




Introduction

The need for this booklet 4

The aims of this booklet 5

Contents and navigation 5
The main cost arguments for HFI 6
Argument 1: HFI can reduce major costs

Accidents due to human error 8

Lowered performance and mission failure 9

People and material resources not available 12

Inefficient development and implementation processes 13

Redesign cost 14

Personnel costs (training and recruitment needs) 16
Argument 2: HFI is increasingly required due to

developments in technology

Increased complexity leads to human error 18

HF is increasingly mandatory through standards 21
Argument 3: HFI plays a critical role in identifying and

mitigating operational risks

HFI raises potential issues — by providing essential insight 22

HFI reduces uncertainty and establishes validity 24

HFI enables user involvement, which is central to ensuring project success 26
Argument 4: HFI can draw on resources that enable

an effective and efficient process

HFI provides a process that ensures avoidance and mitigation of HF problems 28

HFI can draw on established theories, methods and materials 28

HFI activities often have multiple benefits 29
Argument 5: Effective HFI requires early, complete and

close involvement

HFI needs to be applied as a complete process 30

HFI requires close involvement to address emerging design issues 30

HFI requires early project involvement 31
Appendix: Cross-referencing Case Studies and Arguments

Linking arguments to case studies of human factors successes 34

Linking reverse arguments to case studies involving operational problems 38
Resources

Acronyms 42

References 44

Further Reading 46

Contacts 47



Introduction

The need for this booklet
Consideration of the human elements of socio-technical systems is critical to ensure
safe and efficient system performance. Whilst it is increasingly accepted that HFI is
useful, it is often considered a costly process in relation to the perceived benefits.
Thus, when decisions about budget allocations are being made, Human Factors
Integration (HFI) is not always considered as an important component activity.
Expressing the cost benefits of HFI is often perceived as difficult. Reasons for this
include the lack of access to suitable evidence, partly because the value added
through HFI is often misunderstood, and partly since HFI is faced with the difficulties
of having to trace many intangible benefits, including long-term benefits. No
comprehensive approach exists that covers the entire range of HFI benefits across all
domains. At the earliest project stages, generic arguments may be needed since
benefits for correcting problems cannot be quantified until they have been identified

and investigated.

WHAT IS HFI?

“Human Factors Integration (HFI) is a systematic process for
identifying, tracking, and resolving human related issues ensuring
a balanced development of both technologies and human aspects
of capability.” (www.ams.mod.uk)

HFl is an integral part of Systems
Engineering. It needs to be conducted
in synchrony with the other system
domains included in the acquisition

process. It cannot be conducted in
isolation.

HFI incorporates both management
activities (i.e. organisational process)
and technical activities (components of
conducting HF activities).

HFI should be considered through-
out the CADMID project lifecycle —i.e.
Concept, Assessment, Demonstration,
Manufacture, In-Service and Disposal.

HFl is the term currently used in the UK
- synonymous terms include:

m HSI (Human Systems Integration)

= MANPRINT programme.

The HFI domains are defined as:
(1) Manpower,
(2) Personnel,
(3) Training,
(4) Human Factors Engineering,
(5) Health Hazard Assessment,
(6) System Safety,
(7) Organisational and Social.

Introduction

The aims of this booklet

This booklet is aimed at both non-HF practitioners and HFI practitioners in need of

presenting a business case for HFI. The booklet provides:

= A comprehensive high-level case for HFI, through identifying the unique value that
HFI contributes through its processes and expertise. It clarifies the ways in which
HFI can ensure high success rates.

= A generic set of arguments, supported by evidence from case studies, which may
be used as a resource for practitioners to show that HFI can reduce project cost

across all HFI domains in the military domain.

Contents and navigation
After introducing five arguments for HFI, they are then explained in more detail and
supported by evidence. Examples and case studies are provided in the following

format:

SUCCESS CASE STUDY

Example cases of HFI success

FAILURE CASE STUDY

Example cases of problems due to lack of HFI

OBSERVATION

Other examples, data, and detail

The material includes both civil and military examples and statistics.

A distinction is made between civil and military evidence by using the following icons:

Military Civil

The Appendix provides two summary tables that link the arguments made with five
selected Success Case Studies and five selected Failure Case Studies, to provide more

in-depth evidence for the value added by HFI.



The main cost arguments for HFI

1. HFI can reduce major cost areas.

Costs may be incurred due to both operational and development risks.
Main cost impact areas include:

= Accident costs.

= Lowered performance and mission failure.

m People and material resources not available.

m Inefficient development and implementation processes.

m Redesign costs.

m Personnel costs (training and recruitment).

2. HFl is increasingly required due to technology

developments.

= The problem of human error has become significant due to the complexity of
automated systems.

m The need for HFI is reflected increasingly through requirements in standards.

3. HFI plays a critical role in identifying and mitigating

operational risks.

It has an essential support function throughout the product lifecycle.

This is because:

m HFIl raises potential issues — by providing essential insight.

= HFIl enables issue investigation — by reducing uncertainty and establishing
validity of insight.

m HFl enables user involvement, which is central to ensuring project success.

4.HFI can draw on resources that enable an efficient
development process:

= HFI provides a process that ensures avoidance and mitigation of HF problems.
m HFI can draw on established theories, methods and materials.

m HFI activities often have multiple benefits.

The main cost arguments for HFI

5. HFI requires early, complete and close project

involvement to ensure greater success.

To be able to make use of its value, a number of prerequisites need to be fulfilled:

= HFl requires early project involvement, to ensure spending on the right
developments;

= HFI needs to be applied and resourced as a complete process to be effective
and efficient;

m HFl requires close involvement of HF practitioners to address emerging design

issues, since HFI is an essential component of the engineering design process.

These arguments can be supported through evidence from case studies, statistics,
and expert observations. Statistics can be used to demonstrate the magnitude of
potential problems. Case studies can be used to show example success and failure
accounts:

m Successes (i.e. projects where problems have been avoided through HFI
activities and processes) demonstrate evidence of HFI contributions, and the
utility of the HFI activities that have been conducted.

= Failures and problems (e.g. accidents, failures, low performance,
redevelopment cost) demonstrate risks due to not applying HFI. Accounts of
HFI oversights can only ascertain the cost impact of reported HF problems,

whilst evidence of missing HFI activities is not always reported.
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HFI CAN REDUCE MAJOR COSTS

The risks avoided through HFI can reduce costs for significant project cost areas — Lowered performance and mission failure

in terms of both breadth of effects and severity of losses. Such major costs areas Without effective HFI, performance and mission failure can lead to extensive costs.

include: For example, equipment usability problems can jeopardise major Network Enabled

Capability investments. The cost of not achieving an important task can be measured

Accidents due to human error through the importance of the task, and the frequency of occurrence. For performance

HFI can significantly reduce accident costs that can be linked to human error. Costs inadequacies, a major factor is the number of people affected.

include not only the costs of the damage itself, but also substantial legal, insurance,
FAILURE CASE STUDY
redesign and liability expenses. Military equipment includes many safety-critical

applications. Maintenance error plays a major role besides operator workload.
As part of the BOWMAN Land Digitisation, 47,000 radios and
26,000 computer terminals are being procured and approximately
75,000 Service personnel need to be trained

PROBLEM STATISTICS (http://www.armedforces.co.uk/army/listings/lo102.html).

The BOWMAN man-portable radio

- ) _ o (British Army) was assessed by the
Aviation accidents cost the U.S. Navy and Marine Corps $4.3 billion infantry as ‘not fightable’. There have
between 1997 and 2002. also been press reports regarding

problems with their durability;

Aviation accidents cost the U.S. Navy to the Navy in 2001, and 16 in 2002, inflexibility of use because they are
and Marine Corps $4.3 billion between compared to 776 in 1954), the cause of tied to a single call sign; wiring which
1997 and 2002. The $4.3 billion in most accidents — human error — has not becomes tangled in webbing;
losses only include the direct costs, changed much in the past 25 years problems with the battery life.
such as the actual aircraft. The Navy (Erwin, 2002). (Daily Telegraph 2004; House of
additionally incurred at least $20 Commons 2003; MoD Web Site 2005).
billion to $30 billion in other “indirect” Picturelsource:
costs related to aviation accidents, T ) http://www.armedforces.co.uk/projects/raq3fsseiob63foe
such as litigation, investigations and . b
program delays. The Marine Corps
V-22 tilt-rotor aircraft, for example, is A ) FAILURE CASE STUDY
at least 10 years behind schedule as a : i
result of mishaps.

Most of the aviation mishaps . ' . . .
during that period — about 85 percent — ; RB44 Light Vehicles (British Army) procured with automatic
were attributed to human error. | transmissions were found to be inadequate for driving off-road,

Whilst the number of accidents has 1 with the result that the vehicles had to have manual transmissions

el RCE] S e ) retro-fitted. Some of the problems of the RB44 were also blamed
technical advances (i.e. 15 aircraft lost Picture source:

http://news.bbe.co.uk/1/hi/scotland/2720955.stm on maintenance regimes that were intolerant to small deviations
from standard practices (National Audit Office 2000).
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Lowered performance and mission failure

Lowered performance and mission failure

FAILURE CASE STUDY FAILURE CASE STUDY

The SA8o Rifle and Light Support Weapon (British Army) was beset
by a series of problems over a period from 1985 to 1992.

The estimated cost for the modifications to fix these problems was
£24 million (House of Commons, 1993). A significant proportion of
the problems were related to operability/fitness for purpose,
including:

Accidental discharge - the weapon Magazine release catch — the weapon’s
could accidentally discharge if dropped magazine could be accidentally

on its muzzle when the safety catch released by the release catch snagging
was on; on webbing/clothing etc;

Trigger reassertion — sometimes the Cleaning kit — the cleaning kit was
weapon’s trigger had to be manually found to be inadequate and had to be
flicked back into position after firing; completely replaced;

Bipod deployment — the weapon’s Reliability in sandy conditions — the
bipod stand would sometimes weapon was prone to stoppages in
accidentally fall down from its stowed sandy conditions.

position;

Problems with bayonet — it was
possible for the bayonet to fall off if
the weapon had been left resting on
the bayonet release catch; it was
difficult to sharpen; some bayonets
broke off at the tip; the wire cutters
on the bayonet were inadequate;

Picture source:
http://www.army.mod.uk/equipment/pw/pw_sa8o.htm

The London Ambulance Computer Aided Despatch System commis-
sioned an automated computer aided despatch system to replace a
manual system in the early 1990s. Various technical and HF issues
resulted in communication difficulties that meant the system often
could not return the location and/or status of resources.

Thus, the system sometimes made

incorrect allocations or failed to

allocate ambulances to incidents.

User interface problems and under-

staffing in the control centre combined

with slowly responding software and

an increase in telephone and radio

traffic from frustrated ambulance crews

and members of the public, quickly

resulted in the system slowing to

unacceptable levels. On the 4th

November 1992, the system failed

completely after a programming error Picture source:
(Communications Directorate 1993). www.londamb.sthames.nhs.uk/careers/training/training.html

SUCCESS CASE STUDY

With its origins in human factors, usability engineering has had
considerable success improving productivity in IT organizations.

For instance, a major computer used. On a system used by over 100,000
company spent $20,700 on usability people, for a usability outlay of

work to improve the sign-on procedure $68,000, the same company recognized
in a system used by several thousand a benefit of $6,800,000 within the first
people. The resulting productivity year of the system's implementation.
improvement saved the company This is a cost-benefit ratio of 1:100
$41,700 the first day the system was (Bias & Mayhew, 1994).




HFI can reduce major costs

People and material resources not available

Injuries and illnesses not only require recovery and rehabilitation costs, but also result
in lost time where personnel are unavailable to carry out required tasks, and any
resulting insurance expenses. Operational costs can be increased through
unanticipated continuous training and servicing requirements due to operational
constraints. Equipment downtime, for example due to operational maintenance
difficulties, may result in mission failure and wasted personnel time. Loss of
personnel due to either survivability issues or personnel fluctuation requires

expensive re-recruitment and retraining.

OBSERVATION

80 percent of software life-cycle costs occur during the
maintenance phase. Most maintenance costs are associated with

"unmet or unforeseen" user requirements and other usability
problems (Pressman 1992).

PROBLEM STATISTICS

Ergonomics problems can cause significant losses in personnel
time. The US Department of Defense (DoD) provides figures for
the effects of lost time and associated medical and compensation
costs due to injuries and illnesses incurred to the DoD (DoD 2004).

“Between 2001 and 2003, the Military Between 1996 and 2003, 14 sites
Services lost 4.6M hours of productive identified with using best practices
work time to occupational injuries and were able to avoid $46M in workers’
illnesses. This is equivalent to losing compensation costs when compared
approximately: with their appropriate Service average.
If all DoD sites had performed like the
examined best practice sites, DoD
could have avoided $421M in workers
compensation costs during this time
88% of an Army Brigade period — enough funding for 10,300

1 embarked Navy Air Wing GS-o7 employees or approximately 98
50% of a mid-size Air Force Fighter Wing ~ M-1 tanks.”

2660 full time equivalents
(full time workers)
1.2 Marine Expeditionary Units

’

HFI can reduce major costs

Inefficient development and implementation processes

HFI not only affects in-service costs, but also development and implementation costs.
HF activities can influence design decisions early, before costly commitments have
been made. For example, if expensive product functions are identified as unwanted by
users in the final assessment phases, then opportunities for major process cost
savings have been missed. Moreover, when validated information is available to drive
design decisions by reducing the options or providing essential parameters, costs due
to project risks can be reduced. Likewise, the cost of implementing new equipment
into work systems is often underestimated (e.g. impact on organisational and social

structures; service, training and personnel retention requirements).

SUCCESS CASE STUDY

Hendrick (1996) reports a case where the expenses of a last-
minute redesign of an aircraft throttle system were significantly

reduced through HF studies determining the pilot’s ability to
control throttle movements using a full-scale mock-up of the
controls.

SUCCESS CASE STUDY

In the usability domain, the following examples of savings during
the development process have been reported:

= Usability techniques allowed a high- 9.6 minutes per task, with projected
tech company to reduce the time spent internal savings at IBM of $6.8 Million
on one tedious development task by in 1991 alone (Karat, 1990).
40% (Bias & Mayhew, 1994). ® A usability study of the first version of a

By correcting usability problems in the fourth-generation database system

design phase, using usability revealed 75 usability problems. Twenty
engineering techniques, American of the most serious problems were fixed
Airlines reduced the cost of those fixes in the second release, which generated
by 60-90% (Bias & Mayhew, 1994). 80% higher product revenues than the
Design changes due to usability work at  first release (Wixon and Jones, 1994).
IBM resulted in an average reduction of
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Redesign cost

Late design changes, or problems that became apparent soon after acceptance into

FAILURE CASE STUDY

service can incur major costs, even if losses due to accidents, injuries, or other
damage are averted. As part of an effective HFI process, HF testing and modelling

can inform essential design decisions early.

SUCCESS CASE STUDY

The US Army Fox Mg3A1 Nuclear, Biological and Chemical (NBC)
Reconnaissance System is a mobile laboratory, integrated into a
six-wheeled, all-wheel-drive armoured vehicle. It takes samples of
the air, water and ground and analyses them for signs of NBC
agents. It can collect samples for subsequent analysis, mark areas
of contamination and transmit real time NBC information to unit
commanders.

At a key test to assess work to upgrade  and operator workload. They were also
the operational system and reduce its used to reduce the cost of operational
crew complement from 4 to 3 soldiers, testing by reducing the length of costly
the test variant (the XMg3E1) was physical trials, by augmenting them
declared unsuitable and ineffective. with HF modelling which verified that
After this assessment HF tools and the reduced crew would be able to
methods were applied in the redesign to successfully operate the enhanced
address issues of workstation design design (Booher and Minninger 2003).

Picture source:

http://www.globalsecurity.org/military/systems/ground/

images/foxs.jpg

The case of the Single Role Minehunters (National Audit Office
2000) is an example for how insufficient consideration of HFI can

lead to significant costs.

After accepting the first of five Single
Role Minehunters into service, it was
discovered that it was difficult to
recover the Remote Control Mine
Disposal System from the sea back on
board the ship in high seas, due to the
pitching and rolling of the ship. To
rectify the problem, it was necessary to
install a better crane with a remote
control facility, a platform for the
operator to get nearer to the water line,
and an additional recovery hook and
hook pole. This problem can clearly be
identified as a manual handling
problem, the likelihood of which had
been underestimated during
development.

Since the operational problems
became apparent soon after initial
deployment, and redesign actions were
taken, the potential for significant
financial losses due to injuries, damage
or loss was averted. However, there
was a cost of £1.9 million associated
with design changes to overcome these
difficulties (Public Accounts Committee,
2000). Since the suppliers had met
their requirements, they were not liable
for any of the rework costs. The cost

Picture source:
http://news.bbc.co.uk/2/hi/uk_news/scotland/4225010.stm

was carried by the MoD as the procuring
organisation.

It seems reasonable to assume that
the difficulties of recovering the
Minehunter in high seas had not been
identified as a risk with high-enough
priority. It can be argued that HF
activities applied much earlier in the
design process could have prevented
the costs (e.g. as part of requirements
specification and prototype testing
activities). A standard HFI process may
have prevented the problems.
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Personnel costs (training and recruitment needs) PROBLEM STATISTICS

In the military, human costs are increasingly recognised as a main cost driver
As part of a study by Atkinson (1995) to provide cost predictions

for military operations, it was identified that the principal cost

It is increasingly recognised in the MoD that Quality Of Life issues have an impact on elements for deployments in recent conflicts included manpower,
personnel retention and associated recruitment and training cost. Moreover, the besides additional equipment, spares, attrition, ammunition, and
movement (together accounting for about 90% of all costs).
Thus, efficient use of human resources appears to be of prime
technology that needs to be operated by people. importance for minimising costs.

(e.g. training and recruitment costs). HFI can affect these costs through many routes.

human element is gaining in importance, due to the increasing application of complex

SUCCESS CASE STUDY

The Comanche Helicopter programme (U.S. Army) was initiated in SUCCESS CASE STUDY

1983 to develop a lightweight helicopter capable of conducting

armed reconnaissance and light attack missions, to replace the

Army’s existing capability. The DD(X) is a family of advanced technology surface combat ships
(U.S Navy). The programme is cited by the United States General
Accounting Office (2003), as an example of a programme where
HSI (HFI) has made a significant contribution to reducing costs.

The programme is cited by Booher The breakdown of savings is as follows:
and Minninger (2003) as an example
for the benefits of HFI (MANPRINT). ® Manpower — cost reduction over existing
They claim that the adoption of capability: $2.67 billion
MANPRINT on the programme
avoided costs totalling $3.29 billion m Personnel, Training — cost reduction over
against a cost of implementing existing capability: $440 million
MANPRINT of $74.9 million.

The cost saving figure is m Safety, health hazards, soldier
estimated by comparing manpower survivability — costs avoided:
and training costs of the Comanche $180 million
to those of the existing capability
and adding to that an estimated
saving through the influence of
MANPRINT on the avoidance of
safety/health hazard costs.

The programme has introduced changes  ships would be procured representing
to crew roles and responsibilities to a total saving of around US$18 billion.
achieve a more compact and flexible It should be noted that at the time of
watch team. It involved producing HSI the report the DD(X) is at a relatively
plans, developing conceptual designs early stage in the acquisition process
to meet the crew reduction goals, and with construction due to start in 2007.
validating assumptions through a
number of studies. -

The General Accounting Office
estimates a through life cost saving of
about US$600 million per ship in
personnel related costs, based on a
reduction in the crew complement of
between 60 and 70 percent, in
comparison with that of the Arleigh
~ Burke-class destroyer, the existing

"L". —_ capability. It was estimated that 32

=
e .
g N T S

Picture source: '

http://www.globalsecurity.org/military/systems/aircraft/ Picture source: . - -

images/comanche_large.jpg http:/(www4gl‘obalse‘curltyAOrg/mllltary/systems/shlp/|mages/
ddx_hithard_fire_o1.jpg
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HFI IS INCREASINGLY REQUIRED DUE TO DEVELOPMENTS IN TECHNOLOGY

Increased complexity leads to human error PROBLEM STATISTICS

In recent years, human error has been established as a major cause of accidents in all
safety-critical domains. Whilst the statistics vary, between 60 and 8o percent of air . , :
Human error statistics provide a measurement of the magnitude of
the problem of not involving HFI into interface design processes for
complex systems. Human Factors was listed as one of the major
causes of fatal civil aviation accidents in 2004 (8 out of 28), along
with controlled flight into terrain accidents (Learmount 2005).

accidents have been attributed, at least partly, to human error (e.g. Boeing 2003).
Whilst it may be argued that they have risen proportionally only due to the fact that

technical reliability has increased, there are other reasons for the increase. It has

been shown to reflect the increased levels of automation in complex systems

(Funk et al 1995, O’Leary et al 2002). With the trends towards ever-increasing
complexity, functionality, and widespread use of computer technologies operated by
humans, the significant role of HFI becomes clear.

The increase in accidents due to human error when operating complex technologies
points to a significant risk increase due to a failure to sufficiently consider the HF
implications of technological and organisational change. With the increased
requirements to use new technological capabilities such as augmented reality, mobile
technologies, Network-Enabled Capability, and increased automation — a deep
understanding of human perception and processing characteristics is fundamental to

ensure that the use of such technologies does not fail.

PROBLEM STATISTICS

A report by Eurocontrol, the European Agency for Air Traffic
Control, studied accidents across aviation and nuclear industries
and concluded that approximately 50% of all accidents have a root
cause in design.

Although not specifically aiming at HF
issues, it established that central
design problems leading to accidents
are caused by:
designers’ misconceptions about
operators, operators’ intentions, and
the operating environment;
operators’ misconceptions about the Picture source:
design, its rationale and boundaries of ~ http://www.baddesigns.com/speedo.html
safe operation (Roelen et al 2004).

3 WA

Further figures on human error are cited by Khandpur (2000):

Human error has been attributed to
90% of nuclear facility emergencies;
65% of all airline accidents; 90% of
all auto accidents.

Approximately 80% of all marine
casualties are caused by human error.

80% of offshore accidents are caused
by human error and 64% of these

occur during operations.

66% of offshore crane accidents are

caused by human error.

Picture source: McCormick (2001)

A 1993 Report on Maritime Accidents
found that human error incidents
outnumbered machinery failure
incidents five to one.

25% of shipboard accidents are due
to poor design (i.e. human error
caused by poor design).




HFI is increasingly required due to developments in technology

The significant rise in problems due to human error suggests that HF input is
particularly needed where technological advances resulted in significant design
changes to support user interaction, such as the implementation of new metaphors,
interaction techniques, or user interface components. The argument for using
‘common sense’, as can be found in designers’ understanding of user needs, becomes
weaker given the increased requirements of complex human computer interaction.
For more complex products, systematic HF studies become crucial to avoid problems
due to design oversights.

This is not only the case for safety-critical domains. It needs to be accepted that
computer technology by itself does not guarantee an increase in productivity without
also considering usefulness and usability. Technology change impacts all aspects of
socio-technical systems; savings in one area often cause problems, and therefore

costs, in another.

PROBLEM EXAMPLES

Landauer (1995) identifies a range of compelling examples, and
types of problems, observed after introducing new computer
technologies. Mostly, the short-term cost savings were
usurped by:

B added requirements for servicing, Knock-on effects, apart from the
maintenance, updating, translation productivity loss, are low staff morale
and data entry jobs; and high turnover, loss of confidence
restructuring, retraining, re-recruiting by customers, lost business and

jobs; re-design costs.
lowered productivity and effectiveness

due to usability problems and added

complexity;

the effects of technical failures;

failure to interact with the system and

get the required results at all.

HFI is increasingly required due to developments in technology

HFI is increasingly mandatory through standards

Across many domains, the importance of HFI is increasingly being recognised through
inclusion in standards and regulations. For example, ISO 9126 now provides a
software engineering standard on quality characteristics, including usability criteria.
Likewise, the new Def Stan 0o-56 (Requirements for Safety Related Software in
Defence Equipment), provides more detailed HF requirements than the previous Def
Stan 0o-55.

The need for compliance with health and safety regulations is fairly well
established. For example, duty holders in the offshore and other safety critical
industries in the UK are required under the Health and Safety at Work Act, 1974,
and subordinate legislation, to ensure the risks associated with their operations are
reduced to a level that is ‘as low as reasonably practicable’ (ALARP). The UK MoD
provides a Joint Service Publication (JSP) for Health and Safety (JSP 375). A JSP for

HFl is planned to be available soon - thus giving HFI more weight in MoD policies.

OBSERVATION

In the civil airworthiness certification, changes are being made

to existing standards to reflect the increased perception of the
importance of HF. The Human Factors Harmonisation Working
Group, consisting of both authority and industry participants, was
formed in October 1999. It developed a new harmonised rule

(§ 25.1302) and advisory material for HF in flightdeck design and
assessment, specifically related to addressing the problem of
human error. This is intended to supersede the JAA’s

(Joint Aviation Authority) Interim Policy on “Human Factors Aspects
of Flight Deck Design” for JAR-25 aeroplanes (INT/POL/25/14),
issued in March 2001.
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HFI PLAYS A CRITICAL ROLE IN IDENTIFYING AND MITIGATING OPERATIONAL RISKS

HFI raises potential issues - by providing essential insight

The design and introduction of new products brings profound changes to socio-

technical systems. Design decisions need to be made on an informed basis. HF

activities have a central role in providing such information, thus reducing project risks.

The Figure below illustrates basic mechanisms through which HF activities establish

Past and current
situation

‘/ Study of Performanc

and resources

Trends \

Future situation
V- N
Needs [ Prediction of Risks

= \‘ f Mmpmvements
Nl B =
4 and Problems y Y
Constraints —}

[ Design of socio-

Change \  technical Systems

insight to inform the design
of socio-technical systems.
It needs to be assumed
that any design process will
result in a certain number of

problematic HF issues, since

the optimisation of design constraints is a complex process where erroneous design

decisions cannot be avoided. The role of HFI can be construed as identifying and

mitigating as many of these issues as possible, through predicting operational require-

ments and constraints. The success of HFI can then be assessed indirectly through

the number and significance of the design decisions being influenced as a result.

Thus, one of the main functions of HFI is the identification of potential problems by

studying a variety of variables (e.g. activities, interaction with technology, human

characteristics, operational constraints, organisational structures), through

making predictions and comparing past with future scenarios of use. HFI helps to

focus on central issues and avoid problems that stem from the interaction between

technical/organisational artefacts with the human system component, as well as

HFI plays a critical role in identifying and mitigating operational risks

SUCCESS CASE STUDY

Atkins Consultants were asked to provide HF support to a project
to build a new chemical plant and became involved at a stage in
the design process which enabled HF issues to be addressed
before the design became fixed (Cullen 2005). The team produced
a Human Factors Integration Plan (HFIP) to specify the work in key

HF areas.

HFI input resulted in several design
changes: operators were optimally
located in relation to each other and
their equipment; changes were made to
the Human Machine Interface (HMI) for
the legacy Distributed Control System to
reflect the population stereotypes of the
intended British operators; the alarm
system design was changed so that
alarms were appropriately prioritised
with differentiation between
acknowledged and unacknowledged

SUCCESS CASE STUDY

alarms. Representative end users were
consulted during the design process.
Cullen (2005) reports that HFI costs
were relatively small in relation to the
overall project budget and that the HFI
work did not adversely impact the
project’s schedule.

They compare the success story with an
example where Atkins were called in at
a late stage in the design, requiring
costly redesign efforts.

making full use of human capabilities.

OBSERVATION

"The average User Interface has some 4o flaws. Correcting the
easiest 20 of these yields an average improvement in usability of

50%. The big win, however, occurs when usability is factored in
from the beginning. This can yield efficiency improvements of over
700%." (Landauer, 1995)

"At one company, end-user training for a usability-engineered
internal system was one hour compared to a full week of training
for a similar system that had no usability work. Usability

engineering allowed another company to eliminate training and

save $140,000. As a result of usability improvements at AT&T,
the company saved $2,500,000 in training expenses."
(Bias & Mayhew, 1994)







HFI plays a critical role in identifying and mitigating operational risks

HFI enables user involvement, which is central to ensuring
project success

HFI has well-established processes for involving users’ input into the development
process. A good HFI process ensures that HF practitioners take on a central
communication role — by mediating between users and systems engineers, by
applying methods to retrieve and translate user needs, and by feeding operational

information into the design, which leads to better designs and superior performance.

PROBLEM AND SUCCESS STATISTICS

User involvement in development programmes is crucial for cost
savings, as shown, for example, through the Chaos Report
(Standish Group 1994), and a similar study by Keil et al (1998).

The Chaos Report established that
users’ involvement is the most

succeed is users’ involvement during
the development process (15.9 % of

important factor for the success of IT

projects — through a large survey (the
total sample size was 365 respondents
and represented 8,380 applications,
covering a wide range of business sizes
and types). The study found that the
highest-rated reason for why IT projects

respondents saw user involvement as
success factor; 12.8% saw lack of
involvement as failure factor). Likewise,
the task of dealing with changing
requirements was identified as one of
the major issues for project failures.




4: HFI can draw on resources that enable an efficient development process HFI can draw on resources that enable an efficient development process

HFI CAN DRAW ON RESOURCES THAT ENABLE AN EFFICIENT DEVELOPMENT PROCESS

HFI provides a process that ensures avoidance and mitigation HFI activities often have multiple benefits

of HF problems The generation of knowledge about envisaged human behaviour and performance in
Through a standard HFI process, problematic issues can be raised, investigated and relation to new products often has several benefits. An understanding of operational
addressed effectively. Many organisational mechanisms are available to ensure that implications is needed in every part of the development activity. For example, a task
technical HF activities are carried out in conjunction with other development activities, analysis can inform not only the design requirements, but also, with slight adaptations
and to ensure close involvement of HF practitioners within the design processes. or extensions, areas such as identification of selection criteria, training design,

procedural design, user manuals, or safety assessments. Moreover, HFl is an
OBSERVATION investment creating long-term benefits.

A Human Factors Integration Plan (HFIP) is an essential tool that SUCCESS CASE STUDY
outlines which HF activities are needed, and how they should be

integrated into the overall engineering and management . . . .
Kirwan (2003) reports multiple benefits of a major HF programme

processes. ) : :
for the design of a new plant (a Thermal Oxide Reprocessing Plant)
Itis periodically updated. Likewise, to other issues. The UK MoD has now for British Nuclear Fuels. It identified a number of HF safety issues
maintaining an HFI log from the early defined HFI key integration parameters that, had they remained in the design plans would have caused
ject h t of the MoD” Readi ’ . o o .
project stages ensures that any as part of the MoD’s System Readiness costs leading to the economic ruin of the design organisation.
potential operational risks are not only Levels. They provide major milestones
identified but also acted upon : to assess how well a standard HFI The team influenced user interface assessing the developing design and
depending on their criticality in relation process is being followed. design, training, maintenance, staffing giving feedback on design decisions and
levels and emergency response proposals. Application of Human
capabilities. The cost of this work, at Factors standards and principles was
around 15 person years of effort, could ensured. A range of HF analyses was
be justified by the hazard reduction carried out, and new methods were
achieved. developed as part of the process. The
HFI can draw on established theories, methods and materials 2L T I A ) G CHES 1]

The HF team worked within the safety establishing new methods, processes
HFI can make reference to established expertise and science. A wide range of department and had the role of and expertise.

methods, standards, research findings, design principles, as well as technical and
process guidance is available for HFI. In-depth HFI expertise is available in many
domains - for example STGP10 and STGP11 (Sea Technology Group, 2002a, b). By

following a standard HFI process, the likelihood of success and financial benefit from

HFI is much higher.






Effective HFI requires early, complete and close involvement

OBSERVATION

In the domain of usability for interface design, a 1:10:100 rule-of-
thumb has been established through experience values and case
studies. If it costs £1 to fix a usability problem during design, it
will cost £10 to fix once the system is developed, and £100 once it

is operational (Pressman 1992). In other words, usability
employed too late shows little return on investment. Such figures
have been reproduced by many authors since.

Effectiveness of human performance is an essential measure of project success. HFI

provides methods to measure performance, for example through:

Completion rate, or success rate (whether, and in how many instances, users can
perform the task at all);

Performance achievements (e.g. time to complete task; situational awareness);
Error rates (e.g. numbers, proportions, types);

Effort spent (e.g. cognitive load, workload, stress, level of subjective satisfaction
or frustration);

Learning rate (e.g. speed of progress; training time taken; number of assists;

number of references to the manual, retention over time).

When assessing design prototypes throughout the design process, using measures

such as these, the design can be adjusted as needed at relatively low costs. When

measuring these aspects for the finished product, opportunities for an efficient devel-

opment have been lost.

Effective HFI requires early, complete and close involvement

FAILURE CASE STUDY

A financial services company had to scrap an application it had
developed, when, shortly before implementation, developers doing
a User Acceptance test found a fatal flaw in their assumptions
about how data would be entered. By this time, it was too late to
change the underlying structure, and the application was never
implemented (Dray, 1995).




34 Appendix: Cross-referencing case studies and arguments

Table 1:
Linking arguments to case studies of human factors successes

Arguments o,

Case Studies t

The risks avoided through HFI
have major cost reduction
effects

HFI creates insight to support
requirements specification and
design decisions

Appendix: Cross-referencing case studies and arguments

HFI reduces uncertainty by
contributing to the validity
of information for solving
problems

HFI provides resources that
increase efficiency of
processes

HFI enables user involvement
to ensure product success

NUCLEAR FUEL
REPROCESSING AT
BRITISH NUCLEAR
FUELS PLC

The cost of errors in a nuclear
reprocessing plant could be
catastrophic. The HF team
made a significant contribution
to reducing the risk of human
errors and in increasing the
chances that errors would be
spotted and rectified before
they led to problems.

The HFI programme provided
insights that led to changes in
the design of user interfaces,
procedures, training,
maintenance, staffing levels
and emergency response
capabilities.

Human Reliability Assessment
techniques were used to
validate the design and led to
a large number of changes to
proposed operations and user
interfaces and training.

Information gathered by HF
Engineers working on user
interface design issues was
also used by the training and
operations teams for their own
purposes.

The operations group
representing future operators
and managers of the plant
requested and received a
course for using the HF tool of
Hierarchical Task Analysis (HTA)
to enable them to develop
training needs.

During the course of their
work HF Engineers visited the
existing plant at Sellafield
frequently, this enabled them
to gather feedback from
existing operators on the
good and bad aspects of the
existing plant and feed this
back to the designers of
THORP.

U.S. NAVY
DD(X) DESTROYER

A reduction in crew complement
(compared with the existing
capability) of 60% is expected,
with an estimated personnel
cost saving of US$600 million
per ship, or about $18 billion
total based on a fleet of 32
ships. Analysis has found that
this can be achieved without
adverse effects on performance
or safety. HSI was employed to
minimise life-cycle costs, max-
imise performance effective-
ness, reliability, readiness and
safety of ship and crew.

A cost and operational
effectiveness analysis,
conducted in 1998, influenced
the Navy’s decision to establish
an aggressive reduction in crew
size over the existing capability.

The U.S. Under Secretary of
Defence for Acquisition and
Technology required the DD(X)
programme managers to
validate that the crew size
could be reduced to meet the
crew reduction target
expressed in the key
performance parameters.

DD(X) programme officials
have stated that using HSI
has been critical in
maintaining focus on the
requirement to reduce crew
complement and has led to
innovative approaches from
the start of the programme.
It has also helped in holding
Programme Managers
accountable during
programme reviews.

Continued overleaf
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Appendix: Cross-referencing case studies and arguments

Table 1 (continued):
Linking arguments to case studies of human factors successes

Arguments o,

Case Studies t

The risks avoided through HFI
have major cost reduction
effects

HFI creates insight to support
requirements specification and
design decisions

Appendix: Cross-referencing case studies and arguments

HFI reduces uncertainty by
contributing to the validity
of information for solving
problems

HFI provides resources that
increase efficiency of
processes

HFI enables user involvement
to ensure product success

U.S. ARMY COMANCHE
HELICOPTER

It was claimed that HF input
avoided costs totalling $3.29
billion against a cost of
implementing MANPRINT of
$74.9 million. The cost saving
figure was estimated by
comparing manpower and
training costs of the Comanche
to those of the existing
capability. Moreover, estimates
for avoiding safety/health
hazard costs were included.

Insights were provided at the
concept stage on the feasibility
of a one-operator versus a two-
operator design.

In later stages insights were
provided on the design of the
Crew Station, the engine and
airframe.

Task analyses, computer
simulations and physical mock-
ups were used in the early
concept development to assess
operator workload. A later
trade analysis using a new
MANPRINT tool to assess the
degree of automation needed
concluded that a one-person
crew would be overloaded in
10 critical scenarios. The
information was also essential
to influence the design of the
user interfaces in the crew
station.

Army operational and
maintenance personnel were
made available to competing
contractors and later after
contractor down-selection
located at the Prime
Contractor’s premises.

U.S. ARMY
FOX Mg3A1 NUCLEAR,
BIOLOGICAL AND
CHEMICAL
RECONNAISSANCE
SYSTEM

Contributions from the U.S.
Human Research and
Engineering Directorate are
estimated to have cost
US$60,000, but resulted in
savings on operational testing
of between US$2 and 4 million.
The same work also contributed
to 25% savings in manpower,
personnel and training costs.

HF modelling was used to
design an optimum solution for
combining two workstations
into a single position to reduce
operator workload.

HF modelling was used to verify
the effectiveness of design
changes aimed at enabling a
crew of three to successfully
perform missions formerly
performed by a crew of four
soldiers.

HFI contributed to test and

evaluation as well as design
activities, which resulted in
savings in manpower,

personnel and training costs.

ATKINS CONSULTANTS -
NEW BUILD OF A
CHEMICAL PLANT

The cost of HFl was assessed
as low in relation to the
overall project budget.

Insights were provided that
resulted in changes to the
control room layout and the
design of the Human Machine
Interface (HMI) of the
Distributed Control System.

Representative end users
were consulted during
the design process.
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Appendix: Cross-referencing case studies and arguments

Table 2: Linking reverse arguments to case studies
involving operational problems

Arguments o

Case Studies t

Without sufficient HFI,
costs may be incurred

Without HFI providing essential
insights, the wrong design
decision may be made and
development resources wasted

Appendix: Cross-referencing case studies and arguments

Without HFI providing validated
insight to reduce uncertainty,
design decisions are more risky

Without utilising HFI resources,
development processes may
be inefficient

If users are not sufficiently
involved in the design process,
the design can be adversely
affected

SINGLE ROLE
MINEHUNTERS

The cost of modifications to
enable remote control
submarines to be safely
recovered in high sea states
was estimated at £1.9 million
according to a National Audit
Office (NAO) report (2000).

Operability problems were
identified only after the ships
had been taken into service.
It is apparent that insights
about the inadequacy of the
design for submarine recovery
tasks in high sea states were
missed during design and
development.

Standard HFI processes and
activities such as task analysis,
analysis of operating conditions
and prototyping of user
interfaces, would probably
have raised issues about the
recovery tasks.

SA80 RIFLE AND LIGHT
SUPPORT WEAPON

The House of Commons Third
Report (1993) estimates that the
32 modifications to the SA8o
cost around £24 million and
says that further modifications
to the bayonet catch and a
replacement cleaning kit were
under trial. The original cleaning
kit cost £9 million to produce.

One of the members of the
committee of the enquiry into
the SA80 says;
“A safety plunger that
disengages if somebody drops
the weapon - is that not some-
thing you would expect the
designers to think about?”
This statement indicates
that the enquiry committee
suspected that design insights
were missed.

It can reasonably be assumed
that HFI activities such as
prototyping and user testing
as part of an HFl programme
would have identified some of
the problems earlier on in the
design and development
process.

Many issues were related
to discovering operational
problems late. The number
of faults discovered and the
length of development time
(1985 to 1992) are indicative
of an inefficient design and
development process.

The House of Commons, Third
Report (1993) says of the SA8o;
“British Aerospace has
suggested to us that there
could perhaps have been
greater participation of user
representatives in all stages

of the design, its translation
into hardware including
concept definitions.”

BOWMAN

The Infantry declared the man-
portable platoon level radio
“not fightable”. Besides the
apparent wastage of resources,
there were many intangible
costs, including the effects of
Bowman’s operational problems
on user morale, and costs to the
MoD of unfavourable press
reporting.

The reported problems are
indicative that insights have
been missed, some of which
may well have been mitigated
or prevented through HFI.

Consideration of operating
tasks and conditions has clearly
been inadequate.

The man-portable platoon
level radio was reported to
have undergone seven
subsequent modifications.
An efficient HFI process was
clearly not present.

Continued overleaf
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Appendix: Cross-referencing case studies and arguments

Table 2 (continued): Linking reverse arguments to case studies
involving operational problems

Arguments o,

Case Studies t

Without sufficient HFI,
costs may be incurred

Without HFI providing essential
insights, the wrong design
decision may be made and
development resources wasted

Appendix: Cross-referencing case studies and arguments

Without HFI providing validated
insight to reduce uncertainty,
design decisions are more risky

Without utilising HFI resources,
development processes may
be inefficient

If users are not sufficiently
involved in the design process,
the design can be adversely
affected

RB44 LIGHT VEHICLE

The Public Accounts Committee
hearing (2000) into the NAO
(2000) report said that there
was a cost of £4.1 million to
fix the mechanical problems
with the RB44, have the
modifications tested and store
the vehicles while they were
waiting to be fixed.

The decision to change from
the automatic to the manual
transmission was a root cause
of these costs.

An HFI process may have
provided the insight that a
manual transmission was
more suitable to the vehicle’s
concept of use.

The fact that the suitability
of manual over automatic
transmission for off road use
was not identified until after
acceptance is indicative of
insufficient user involvement
in the design process.

LONDON AMBULANCE
SERVICE COMPUTER
AIDED DESPATCH (CAD)
SYSTEM

Unquantified costs to public
health resulted from the failure
of the system responsible for
allocating ambulances to
incidents. Additional costs
incurred in making good the
deficiencies of the system.

The Communications
Directorate, South West Thames
Regional Health Authority (1993)
report of the Inquiry into the
London Ambulance Service
attributes the failure of the CAD
system to a number of factors
including inadequacies in
training, processes/procedures,
working practices and system
usability.

These are all areas that a
programme of HFI could have
been expected to provide
insights on.

This statement from the
enquiry report indicates that
HFI was neglected: "What is
certain is that the next CAD
system must be made to fit
the Service's current or future
organisational structure and
agreed operational practices.
This was not the case with the
current CAD".

The Inquiry report concludes
that users were not
sufficiently involved in the
system’s development
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Acronyms

ALARP As Low As Reasonably Practicable HMI Human Machine Interface

AMS Acquisition Management System HSI Human Systems Integration

CAD Computer Aided Despatch HTA Hierarchical Task Analysis
CADMID  Concept, Assessment, Demonstration, Manufacture, In-Service, Disposal. IT Information Technology

DCS Distributed Control System JAA Joint Aviation Authority

DoD Department of Defense JSP Joint Service Publication

GAO General Accounting Office MANPRINT  Manpower and Personnel Integration
HF Human Factors MoD Ministry of Defence

HFI Human Factors Integration NAO National Audit Office

HFI DTC Human Factors Integration Defence Technology Centre NBC Nuclear, Biological and Chemical

HFIP Human Factors Integration Plan
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